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All rights reserved. No part of this publication may be reproduced, distributed, or transmitted in any
form or by any means, including but not limited to photocopying, recording, or other electronic or
mechanical methods, without the prior written permission of the publisher, except as permitted under
Section 107 or 108 of the 1976 United States Copyright Act.

For permission requests, submit an email to the publisher, addressed with subject line “Attention:
Permissions Request” to or by written request at the following address.

Gll Academy
PO Box 513
Vincennes, IN 47591

Some of the product names and company names used in the book have been used for identification
purposes only and may be trademarks or registered trademarks of their respective owners. As such
their copyrights and intellectual property remain their own and are utilized within this guide for
educational purposes only.

Gll Academy reserves the right to revise this publication and make changes from time to time in its
content without notice.

The programs, methods, and techniques in this book are for instructional purposes only and is not
considered legal advice for any reason.

Any person(s) or profile identity used in the making of this course material and/or video lessons were
for demonstration purposes only and were accessible publicly. No individuals or names mentioned or
used as examples in this course are related in any way with the material demonstrated herein.
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Congratulations on taking the first steps toward becoming a Certified Social Media Research
Investigator. This training program was developed with the intention to educate and enhance your
abilities in the field of social media investigations. The techniques and resources identified in this
course are the result of real investigative experiences by expert investigators and analysts.

This manual is designed to outline the entire course and its lessons provided on the website, but also
to expand upon specific areas of interest. You will find additional tips and resources to complement
each lesson in preparation for the final certification exam.

This course consists of two modules. First, we will go over the fundamentals of each social media
platform that is used during our research process. These videos are to make sure everyone is familiar
with each platform. Many of these you may already be using, but to make sure everyone is on the
same page, we’ll introduce each one.

The second module we will review the previously discussed social media platforms, but this time you
will learn advanced search techniques. This is how we locate and identify people and obtain additional
information about them. You will also be introduced to additional search engines and program
available to enhance your investigation skills

WHO IS THIS COURSE FOR?

This entry level course is designed for several types of Investigators that; locate and identify a subject,
perform personal background research, profile a subjects’ social behaviors, and collect personal data
for investigations or claims.

WHAT YOU WILL LEARN IN THIS COURSE.

This course is designed to teach you the basics on how to investigate and gather information on a
subject using the top social media platforms available.

In addition, you will also learn how to investigate fitness communities, social communities, and dating
sites. You will learn how to use advanced search techniques using search engines and applications.

Next, we will review legal and ethical information of social media investigations; such as laws, code of
ethics, and the do’s and don’ts when using this research method.

Overall, this is an entry level course for those of you getting started in social media research and
investigations. It is important you learn the fundamentals first, as it will help you later if you enroll in
the more advanced courses on social media research.

DO YOU GET ANYTHING FOR PASSING THIS COURSE?

Of course! First off, you will have gained valuable knowledge and experience in using the latest social
media research techniques available. Then, we will test your new skills and knowledge in the final
course exam. After you pass the exam, you will receive your official Social Media Research Investigator
Certificate of Completion.
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FACEBOOK FUNDAMENTALS 101

Let us begin with the most popular social media platform out there. That would of course be
Facebook.

Facebook has been integrated as part of our daily lives, it allows people to use computer, tablets, or
cell phones to constantly and instantly connect with friends, family, and other individuals from across
the globe.

Because of this, Facebook has become one of the most important tools when searching for intelligence
on a subject of interest.

STATISTICS

Facebook is listed as a top contender in regards to social networking sites currently. Per the statistic
listed on Statista.com as of the 3™ quarter of 2016, Facebook is leading the social media networks with
roughly 1.79 billion active monthly users.
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BASIC SEARCH
Let's look at how to search for people and information using Facebook.

Using FB search, you can enter a person's name, business, even keywords.

i
= 8 Photo/\Video E Photo Album

# Edit Profile

Enter your subject’s name in the search bar to begin. The results can be sorted in several ways; top
listed, latest, people, photos, videos, shop, pages, places, groups, events, and more.

n tom martin Q - Home Find Friends

Top Latest People Photos Videos Shop Pages Places Groups Apps Events

U
@ People TRENDING

* Time Person of the Year

POSTED BY

« Anyone

You 2 > 8 g abo
Tom Martindale I+ Add Friend | ¥ ~* Mauna Loa, Hawaii

Your Friends
3 Coven i )
Your Friends and * The Mummy
Groups 60K pe

ople talk

* Resident Evil 7

Choose a Source...

* Mike Rowe

Tom Martin 1+ Add Friend =+« people taking at

TAGGED LOCATION I
e Anywhere “* Nick Fairley

Fremont, CA K1 alking about this
» The LastofUs 2
++ Choose a Location... 960K people ta ol s
* Lady Gaga
DATE POSTED 25 eonie talk

* Anytime Tom Martin 14 Add Friend | - v A B
Bl T » Cam Newton
2015 /x 30K people talking ab
2014 ~ SUC _—
2014 4 J SUC

++ Choose a Date...

Once you have found the person you are looking for, click on their name to view their profile page and
collect their personal information, see posts, family members, friends, and so on.

Another type of search would be for a business. Enter the business name in the search bar and on the
results page, change the listing to “Pages”. This will show any business pages associated with your
search word.

NOTE: Profiles and Pages are not the same. Profiles are for individuals only, whereas Pages are created
for business, organizations, and brands. Each “Page” is managed by an individual or multiple
individuals as administrators, editors, etc.

Sometimes when you are searching for a person, you will find that their profile is set to "Private".
When this happens, getting information may become more difficult. However, there are some
alternate methods you can use in this instance. We will cover this more in the Advanced Techniques
lesson.
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Twitter is an online social media network that allows registered users to send and read short 140
character messages called Tweets. These messages may also contain pictures and videos.

Twitter is used to share your voice online and to connect with others to show what you are passionate
about. It also allows users access to the constantly shifting online trends and breaking news stories.

Due to it being one of the leading mobile social media platforms, Twitter is a great tool when
researching for intelligence on a subject of interest.
STATISTICS

The site quickly rose in worldwide popularity and today is listed as one of the top three popular social
networking sites. Twitter has about 313 Million active monthly users with 82% of those users on
mobile.

Twitter has over 100 million users that login daily and handles about 1.6 billion search queries per day.
The primetime activity appears to be 5pm on weekdays and 12-5pm on weekends.

TWITTER USAGE / COMPANY FACTS

Monthly active Unique visits Active users on Employees around
users monthly to sites mobile the world
with embedded
Tweets
Offices around the Accounts outside Languages Employees in
world the U.S. supported technical roles

All numbers approximate as of June 30, 2076.

Image Source:

BASIC SEARCH

There are many ways to use search on Twitter. You can find Tweets from individuals, local businesses
and everyone from well-known entertainers to global political leaders. By searching for topic keywords
or hashtags, you can follow ongoing conversations about breaking news or personal interests. You can
also search for people directly by entering their name to see if they have a Twitter profile.

1/1/2017 Social Media Research Investigator 8
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Let's look at how to search for people and information using Twitter.

After you have logged into Twitter, you can perform a search using the search bar at the top of the
page.

L
9 Home , Moments . Notifications )v‘ Messages L 4 ;»aI: Twitte Q
l What's happening? (O] Who to follow - re
= David Toppi
View 1 new Tweet 2+ Follov

On the results page, you can sort the information by top tweets, latest, accounts, photos, video, and
more.

o
9 Home ’ Moments ’ Notifications )v‘ Messages L 4 donaldtrLT]p Q
donald trump
Top Latest Accounts Photos Videos More options v
Related searches Accounts

donald trump megyn kelly
donald trump bernie sanders

Who to follow - Refresh - View all

. RY - com (= £+ Follow 2+ Follow
2: Follow E7F
Donald J. Trump Donald Trump
@realDonaldTrump @ArtHouseTrump
Star Wars starwars
WhEE President-elect of the United States Make Cinema Great Again!
2+ Follow -

To find a person’s profile page, sort the results by “Account”. Once you have found the person you are
looking for, click on their name to view the profile.

On the profile page, you can see their name, location, a photo of them (if available), website links, their
Tweets, who they are following, and why is following them.

\

ik

TWEETS FOLLOWING FOLLOWERS LIKES

34.1K 41 17M 45

Tweets Tweets & replies Media

= Donald J. Trump (realDonaldTrump 1
President-elect of the United States If United Steelworkers 1999 was any good they would have kept those
Q New York, NY J(;)::Sm Indiana. Spend more time working-less time talking. Reduce

& DonaldJTrump.com
7] Joined March 2009

Chuck Jones who is PreS|dent of Unlted Steelworkers 1999, has done

a terrible job representing workers. No wonder companies flee country!
3 4 Followers you know

@ Q S * ™ Donald J. Trump ©realDonaldTrump - Dec 7
2 o »

Join me tomorrow in Des Moines, lowa with Vice President-Elect
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If you are having problems finding someone, you can also perform an advanced search in Twitter to
refine your search results. To access the advanced search, enter your search in the search bar. At the
top of the results page, click the more options and then advanced search.

Top Latest News Photos Videos More options v
v Al

Top news Tweets 2la
Accounts che
t bt
Photos ‘ha
Videos mp
Periscopes L

News
na
From everyone lec
nali
From people you follow Hist
BE

From everywhere

Near you

Save this search

How Donald Trump’s Web of LLCs Obst
Business Interests

Embed this search

Advanced search

b

Here you can add keywords, phrases, account names, and places to find more specific tweets or
accounts.

Donald Trump uses a web of privately held LLCs and other entit
—everything from real estate to a vintage carousel in Manhattan's CeT
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Advanced Search

Words

All of these words
This exact phrase
Any of these words
None of these words
These hashtags

Written in Any Language v

People

From these accounts
To these accounts

Mentioning these accounts

Places

Near this place Q Add location

Dates

From this date to

Other

Select: Positive :) Negative :( Question ? Include retweets

As you can see, the personal information you find on Twitter is not as extensive as say Facebook.
However, the real benefit of Twitter is that it's used mostly via a mobile device. Which means your
subject of interest can post a tweet from anywhere about anything they have an interest in. They may
also tweet about current events they are at or personal activities they are involved in.

Overall, Twitter can be another great resource during your investigation if your subject of interest is
using it.
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Google plus since its inception has been met with both positive and negative feedback. Initially, Google
first defined the service as a social network, then later as a social layer across all of Google's services,
allowing them to share a user's identity and interests.

In November 2015, Google Plus underwent a redesign with the stated intent of making the site simpler
and faster, making the new features of Communities and Collections more prominent, and removing
features such as Hangouts, Events and Custom URLs. As of the November 2016, users accessing the
site using desktop computers can still access some of the discontinued features by selecting an option
to go "Back to classic G+".

We will be reviewing both formats and the differences when doing a search.

STATISTICS

Google plus has approximately 375 million users and around 27 million monthly visits. The majority of
those uses being in the US, and the highest percentage of users are male, which is over 73%.

Google Plus Social Network Statistics

Total number of Google+ active members 375,000,000
Total number of unique Google+ monthly visits 27,000,000
Average time spent an Google+ per visit 3:46

Percent of online adults that visit Google+ at least once a month 22 %
Percent of smartphone users that use the Google+ app at least once a month 30 %
Average sales order for a visitor referred from Google+ 540

Google's cost to build Google+ $585.000,000
Mumber of employees that worked to build Google+ 500

Top Google+ followed profile : Lady Gaga 9,261,490

Google+ Demographics Percent

Percent of people age 15-34 that use Google Plus 26 %
Percent of Google+ users that are female 263 %
Percent of Google+ users that are male 737 %
Percent of marketers that use Google+ 40 %
Percent of brands that have a presence an Google+ 70 %

Image Source:
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BASIC SEARCH

By using the Google Plus search, you can enter a person's name, business, or keywords. Let's look at
this in the Classic Google Plus format first.

Google+ [ Q|

/;\ Home w All Friends Family

b 4 Meet the new Google+. Simp

Once you search the person's name you will see related people and pages, as well as any posts that
may be related in some way.

To filter your search, you can select from the categories above; this includes people and pages,
collections, communities, posts, photos, and more.

Everything People and pages Collection Communitie Google+ posts Photo More v
L3

Meet the new Google+. Simpler, faster, better. Preview it today. Let's Go

Jimmy Fallon Bestof v

People and Pages v Q‘ Annie B
A
-’
- € sakshi gaikwad
Jimmy Fallon % Jimmy and Jack and Good morning!

. NEW || Niall is performing in Jimmy Fallon Show tonight!!
"ﬁl Jimmy Fallon
N Jimmy Fallon
=

Jimmy Fallon

P

Jimmy Fallon Shows Review
T simmy Fallon

&
ﬂ Sy Fallon

If you filter the results using “People and pages”, you can locate your subjects profile page. After you
have found the person you are looking for, let's look at their profile page by clicking on their name.

k Black Recreate "More Than Words

YouTube

In the classic view, there are 4 views available; the about page, their posts, any photos, and videos if
available.

]
=

Jimmy Fallon

+2 Follow

762,027 followers | 4,526,047 views
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When clicking on the About link, here we can see basic information on this person. You can also find
any additional social media profile links or website links for them here. Note that these links will not
be visible unless this person adds them to their profile. Not everyone will.

About Posts Photos Videos
Basic Information Links
Gender Male Other profiles
Relationship Married B3 Facebook
[ Twitter

@ Late Night with Jimmy Fallon Tumblir

Links I Late Night with Jimmy Fallon Tumblr i

@ Late Night with Jimmy Falion

By viewing the Posts link, we can see anything that this person has published and/or shared. You can
also see who has commented or shared their post. Like the other social platforms, this is a way to look
for any associations or connections to other individuals.

Next, let's compare the same search results using the updated Google Plus format to see the
difference.

We will begin on the Home page and enter our search like before. (search Jimmy Fallon)

Q Jimmy Fallon

Collections

LN

(4 -
Jimmy Fallon Funnies Ew with Jimmy Fallon

Kiara Herrera

FOLLOW FOLLOW

Communities

The Tonight Show Starring Jimmy Fallon Music Jimmy Fallon
Jimmy Fallon - FalPals 72 Members Membe

JOIN JOIN ASK TO JOIN

People & Pages

" {

Jimmy Fallon Jimmy Fallon Jimmy Fallon
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The first listing will be Collections, then communities, and finally people and pages. The reason for this
is with the new format of Google plus, they are focusing more on social communities and collections.
The collections group was inspired by Pinterest, that allows users to build content collections based on
topics and interests. Whereas the Communities are groups of people that share a similar interest to
discuss.

But to look at the person's profile, we want to look under people and pages.

Jimmy Fallon = ¢ :

762,027 followers

Jimmy's posts

é Jimmy Fallon » Publi é Jimmy Fallon » Publ

And Lip Sync Battling against the incredible Ellen Degeneres last night History of Rap 6 with +Justin Timberlake https://www.youtube.com/watch
https://youtu.be/fe5ggZVpWee #FallonTonight #FallonTonight #HipHopSix
YouTube

As you can see, the layout and options are much different than the classic view. We now only see their
posts below and an option to "follow" this person. There is an "About" link you can click to view this
person's details as before.

Here you will see their gender, any other social links available, who is in their circle, and any photos
they have. Make sure to click the "see all" under the links section if they have multiple links listed.

Jimmy Fallon

About

Gender

Male

Links
@ Lfte Night wnh 'Ji‘mrtr‘w‘y Fa.lk.)n

n Facebook

v  Seeall

In Jimmy's circles

@ New York Giants

&1 YN

NBC
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Circles are people this person has connected to directly in most cases and organized them into
"groups". This allows the person to share posts, videos, and pictures with specific circles if they choose
instead of publicly.

Some of the benefits of Google plus versus other social platforms is that you don't have to be "linked"
to that person to see their profiles or information. With that said, there are privacy setting they can
enable to limit what is shown. Mainly these privacy settings are for what is shared publicly vs. with
only people in their circles.

Another reason would be that there are a lot of people that use Google's Gmail service and/or
YouTube, which is owned by Google. For anyone that uses these services, they must create a google
account. By default, that account will also include a google plus profile that they can set up.

As you may already know, YouTube is a video-sharing website featuring a wide variety of user-
generated and corporate media content, including music videos, TV clips and other video clips such as
video blogs, short original videos and educational content.

STATISTICS

YouTube has over a billion users — almost one-third of all people on the Internet — and everyday
people watch hundreds of millions of hours on YouTube and generate billions of views. More than half
of YouTube views come from mobile devices.

YouTube overall, and even YouTube on mobile alone, reaches more of the 18-34 and 18-49 age groups
than any cable network in the U.S.

Source:

Total number of people who use YouTube 1,325,000,000
Hours of video uploaded to YouTube every minute 300 hours
Number of videos viewed on YouTube everyday 4,950,000,000
Number of unique visits to YouTube every month 900,000,000
Total number of hours of video watched on YouTube each month 3.25 billion hours
Number of YouTube videos that have generated over 1 billion views 10,113
Percent of YouTube visitors that come from outside the U.S. 70 %

Number of countries with localized versions of YouTube 42

Total number of languages Youtube is broadcast in 54

User submitted video with the most views — "Charlie bit my finger” 829,000,000
Average number of mobile YouTube video views per day 1,000,000,000
Average time spent on YouTube per mobile session 40 minutes
Average YouTube partner channel payout per 5,000 views 50.32

Image Source:
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After registering for an account, users can create their own personalized channel to upload videos,
create playlists, and bookmark their favorite videos.

BASIC SEARCH

If you are looking for a specific person on YouTube, there are some easy steps you can take. By using
the YouTube search, you can enter a person's name, business, even keywords.

= Y[lu Search I Q
¢ Trending
X History

Trending

Once you search the person's name you can filter your results to see if they have a channel specifically.

Filters =

Upload date Type Duration Features Sort by
Last hour Video Short {< 4 minutes) 4aK Relevance
Today Channel Long (> 20 minutes) HD Upload date
This week Playlist Subtitles/CC View count
This month Movie Creative Commons Rating
This year Show 3D

Live

Purchased

360°

Now that you have found the person you are looking for, let's look at their channel by clicking on their
name.

Tom Martin 6615

Home Videos Playlists Channels Discussion About

o 360kg raw deadlift at 91kg bw Related channels
360kg raw deadlift at 91kg bw 35281 views 2 years ago
& N clarence0
n Available for online coaching, email tommartin100m@googlemail.com for details Subscribe
Thanks!
Read more (i Pete Rubish
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Here you can see if this person has additional social media links listed or possibly an email address.
These links will be displayed at the bottom right of the cover image or you can view their "About" page.

Tom Martin
Home Videos Playlists Channels Discussion About
6,615 subscribers « 1,229,222 views

Joined Jul 30, 2006

Links
My Training Journal % E3 Facebook
E] Twitter Google+

The other benefit is we can view discussions this person may have with other. To do this, just click on
the "Discussion" link.

Next, we can look through any videos they have uploaded to their channel to learn more about them.
You will find everything from professional videos to videos recorded on their mobile devices.

NOTE: often people do not use their legal name when creating YouTube channels, and instead use
aliases. In this case, you need to find out their YouTube username if possible.

Because the use of social media is so prevalent, many people connect or promote their social media
accounts across platforms. So, if you can find a person’s Facebook or Twitter account, they may list
their YouTube account or share their videos on those social networks.

LINKEDIN FUNDAMENTALS 101

LinkedIn is the world's largest professional network that specializes in connecting professionals and
businesses worldwide.

Unlike other social media platforms, LinkedIn focuses on a person's work history, experience,
employment, and business relationships. This makes it a valuable resource when collecting intelligence
on a subject.

STATISTICS

Currently, LinkedIn has more than 467 million members in 200 countries. In 2016, Microsoft and
LinkedIn announced they had entered a definitive agreement under which Microsoft will acquire
LinkedIn. The acquisition was completed in December 2016.
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Image Source:

BASIC SEARCH

Before we begin, there are a couple things to note. First, you can perform a people search without
logging into LinkedIn, however your search results will be very limited, only showing if that person has
a profile publicly available.

If you don't have at least a free account with LinkedIn, | would suggest that you create one first before
doing your search. This will increase the amount of search results you will get as well as allow you to
view a person's profile if it is public.

You can also upgrade your account to a paid premium account, which will again provide much more
information.

With that said, it is important to note. Anyone you search on LinkedIn can see that you visited their
profile. However, there are ways to keep your identity "private", which we will discuss in the advanced
techniques lesson. This is important to know if you are trying to keep your identity hidden.

Once logged in, start a search by entering a person's name or business that you are looking for in the
top search bar.

Once you search the person's name you will see a list of everyone on LinkedIn with that name.
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Q_ Jimmy Fallon

Top People Jobs

Companies Groups Schools
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Director of Training? - 410+ Professional Training Courses to Train & Develop Staff. S:

Jimmy Fallon
‘b Actor playing MC at Whip It! (movie)

Jimmy Fallon

Preconstruction Manager at Parrish Construction Group

Jimmy Fallon

Jimmy Fallon
Musician

e

Connect

Connect

Connect

o

Connect

To filter your search, you can click the "filter these results" link at the top; you can now filter the person
you are looking for by location, current companies, past companies, industries, and so on.

Filter People by

Connections

[ ] 2nd
Locations

Current companies
Past companies
Industries

Profile language
Nonprofit interests

School
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After you have found the person you are looking for, let's look at their profile page by clicking on their

name.

Jimmy Fallon
Actor playing MC at Whip It! (movie)

BC « The College of Saint Rose

sreater New CityArea + 11 &
To be the be e night tal ecialtie A extraordinar e i r edi e

Experience

Host of Late Night
A
NBC NEWS [\ EC

Let's go back to the search again, but this time we will search for a business. The purpose of this may
be to verify employment of a subject. After entering the business name, filter the results by

“Companies”.

Bob Johnson's Computer Stuff, Inc.

Computer Hardware » 2-10 employees » Smyrna, DE

BJCS

See all 4 employees =

See jobs Follow 23 followers

Aboutus

Here you can see that four employees are listed for this company. If we click on the "see all employees
link", it will show those employees.
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Linkedin Member
4 . - . ~ L
& Marketing Coordinator at Bob Johnson's Computer Stuff

t Bob Johnson's Computer Stuff, Inc

LinkedIn Member
Digital Content Producer and Copywriter at Bob Johnson's Computer Stuff, Inc.

Linkedin Member

Information Technology Professional

Te an at Bob Johnson's Computer Stuff

Linkedin Member
Owner at Bob Johnson's Computer Stuff Inc.

w

ob Johnson's Computer Stuff, Inc

Note: Due to the privacy settings these people have, it does not provide their names in this instance,
only their positions, location, and possible photo of them. This is not always the case however. Many
times, when doing a search, you should also see their names.

If you are running into this issue due to privacy setting on a profile, there are ways around it, but we
will cover that in the advanced techniques lesson.

PINTEREST FUNDAMENTALS 101

Pinterest is an online content sharing service that allows members to save or “pin” images, videos and
other objects to their personal pinborad.

Pinterest was described by CEO Ben Silbermann as a quote, “catalog of ideas rather than a social
network, that inspires people to go out and do that thing.”

It was designed to be used by vacationers, hobbyists, crafters, and general do it yourself kind of people.
The application is a database of intentions meant to give its users ideas to perform actions or try things
they may not have thought to try on their own.

Businesses have now begun to use Pinterest as an online “virtual storefront” aiming to promote their
company and products online.
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Pinterest also allows other applications to link with their site. So, users can share a picture or pin to

their Facebook, Twitter or other social media account if desired.

STATISTICS

Confidential

Roughly three-in-ten online Americans (31%) use Pinterest, identical to the 31% who used the platform

in 2015.

Continuing a long-standing trend, women use Pinterest at much higher rates than men. Nearly half of
online women use the virtual pinboard (45%), more than double the share of online men (17%) who do

SO.

31% of online adults (26% of all

Americans) use Pinterest

23 3 M 318 e =
% of online adults whouse Pinterest

All online edults 31%
Men 17
Women 45
1829 36
3049 34
50-64 28
65+ 16
High school or less 24
Some college 34
College+ I+
Less than $30K /year 30
$30K-$49,999 32
$50K-$74,999 31
$75,000+ 35
Urban 30
Suburban a4
Rural 25
PEW RESEARCH CENTER

Image Source:

BASIC SEARCH

Before you can use Pinterest, you will need to have an account set up. Once you have your account

created, you can log in to begin your search.

On the main screen, you will see the search bar at the top of the page. From here, you can enter a

person's name, a business name, and even keywords.

®
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If you are performing a person search, after entering their name in the search bar, you will need to click
on "people" to just see profiles with that name.

® o 3B

People

The Tonight Show Starrin... Jimmy O'Fallon Jimmy Fallon Jimmy Fallon Jimmy Fallon

Once you find who you are looking for, you can click on their photo to view their profile.

With Pinterest, you will not see a lot of links, personal information, etc. as you do with other social
media accounts. But, you can see their Boards and Pins. Boards are collections of thing they like or are
interested in. Whereas the Pins are things that they have liked from someone else.

The Tonight s w0
Show Starring www.tonightshow.com
Jimmy Fallon

Boards

The initial focus for us here would be looking at their Boards. It may provide us some insight about this
person.

The next thing we are going to be interested in would be they are following or who is following them.
This could identify family members, relatives, and friends to further your investigation.

As you can see, Pinterest is very simplified, but still can provide intelligence on a subject.
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INSTAGRAM FUNDAMENTALS 101

Instagram was originally designed as an online mobile picture and video sharing social networking site
that allows users to share and take photos and videos either publicly or privately with other registered
users.

In April 2012, Facebook bought and acquired Instagram for 1 billion dollars. Later in 2014 the
application was made available for desktop users.

Instagram allows users to share different aspects of their life with their friends, followers and other
individuals through photography. Users simply snap a photo with a cellular phone, add a filter and
share it with the world.

It also allows user to link other social media profiles such as Twitter, Facebook, and Flickr to provide
location sharing and comments with a user’s posted photos.
STATISTICS

As of December 2016, Instagram has reached 600 million active monthly users with about 55 % of that
group being females ages 18-24. Males come in around 45% with ages 25-34. Just in the last six
months, 100 million users joined Instagram.

Number of monthly active Instagram users from January 2013 to December 2016
(in millions)

700

&800

600

500

g
2
E
c 400
&
5
C 300
8
E
=
=
200
100
0
Jan"13 Feb'13 Jun 13 Sep'13 Mar '14 Dec'14 Sep 15 Jun'lé Dec'l6
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Additional Information: Source:
Worldwide; Instagram; January 2013 to December 2016 Instagram

Image Source:
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Currently, you can share your photos on a photo-by-photo basis on Flickr, Facebook, and Twitter.
Additionally, if you specify a location with your photo, you can opt to have Instagram check you in on
Foursquare.

Instagram has adopted a follower model, which means if you're "public" on Instagram, anyone can
subscribe to follow your photos. They do, however, have a special private option. In this mode, a user
can make sure he/she must approve all follow requests before they go through.

All photos are public by default which means they are visible to anyone using Instagram or on the
instagram.com website. If you choose to make your account private, then only people who follow you
on Instagram will be able to see your photos.

BASIC SEARCH

To perform a person search, you will need to have an account to log in to. Let's log in using the desktop
version and look.

Once you are logged in, you will see the search bar at the top of the page. From here, you can enter a
person's name to start your search.

© | Instagram @ O 5

After entering their name in the search bar, you will see a scroll down list of people with that name. If
you see the person you are looking for, click on their name to view their profile.

Tnstagram taylorswit
& taylorsme@

taylorswift
thetalkcbs | Eollow
The Talk 0 taylorswift_iran
v generatnonwhypo ‘ Follow ‘

he Generation Why F

.., taylorswift.updates

1 stevedischiavi
. Steve Di Schiav

:75 taylorswift_zone

instagram

Maui Island Hawaii M taviorswift undates

Once you have found your subject in the list, click on their name to see their profile page.
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Upon viewing your subject's profile, you can see any pictures or videos that they have posted. By
clicking on the image or video, you can also see when it was posted as well as comments people have
made. Another thing to note here is the use of "hashtags", much like you would see on Twitter. These
hashtags can be clicked on to see any other posts or comments from other people. This is another way
to use the search function within Instagram.

@ taylorswift \ Follow

.

1.7m likes

taylorswift Martha @@

@marthahunt

vinegwen Lb 1st

vinegwen Lb

love_model_iran Just misic ((faze))
brian_knows_it Lb

byh5341 nanaiT nirfa? N7

tigersinthecity @ @ @

shinvavin | h rh FR inctant all 1NN%

You can perform searches using the hashtag and keyword, that may relevant to your investigation to
see if any images, videos, or comments are connected.

Next thing we would look at is who your subject is following or who may be following them. You may
be able to identify family or friends of your subject while collecting intelligence.

Following

L} -
e ;:rrnr.{ﬁ | Follow |

€) cia [ Follow |

O vk ® [ Follow |

Todrick Hall AKA Toddyrockstar

£ tavitulle @& | Follow |
& Tavi Gevinson
@ lilydonaldson ¥ | Follow |
. Lily - .
‘ zoeisabellakravitz 3 | Follow |
Zof Kravitz
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Another thing to note is because Instagram is used mostly via mobile devices, location information of
the image or video can sometimes be identified.

Like Pinterest, Instagram is very simplified, but still can provide intelligence and insight on a subject.

TUMBLR FUNDAMENTALS 101

Tumblr is a microblogging and social networking website that was founded in 2007, and is now owned
by Yahoo as of 2013.

The service allows users to post multimedia and other content to a short-form blog. Tumblr’s blog-like
function allows account-holders to use the platform to create diaries of their daily lives, to post
different types of information that inspires them, as well as to liveblog about events as they happen.

STATISTICS

Tumblr has over 328 million blogs, 143 billion posts, and over 425 million users. The service is most
popular with the teen and college-aged user segments with half of Tumblr's visitor base being under
the age of 25.

Cumulative total of Tumblr blogs between May 2011 and January 2017 (in
millions)
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Additional Information: Source:
Worldwide; Tumblr; May 2011 to January 2017 Tumblr

Image Source:

The platform supports seven different types of posts, such as text, hyperlinks, photos, quotes, links,
chats, and audio and video posts, whether uploaded from a device or imported from websites such as
Vimeo or YouTube.
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The social media function allows users to “like” and/or reblog a post. Another function permits
communication between different accounts. The website uses the followers-based system made
famous by Twitter, where interested users can follow other users' blogs, whether they are friends,
strangers or even celebrities.

BASIC SEARCH

You will need to create an account before you start searching this site.

After you have logged in, look for the search box at the top of your dashboard, or visit
tumblr.com/search. Type your search terms in and hit enter. Your results will be displayed in a mosaic
layout.

t Q taylorswift 1

moonlikeaspotlight13 & taylaaliso}nswmbor... ;“, taylorswifthorse-blog o m

: \ﬁ 3 f-?'- >
ar‘}’ C;u”:j’ . il
P -',.,._'i.

o

. TaylorSwift.horse
Taylor Swift

Once you have performed your search, you will see at the top all related profiles. Below that will be a
listing of the most popular posts using your search term or name. You can filter your posts by using the
"filter by post type" menu or by using the menu at the top of the page below your search bar.

So, let us look at her profile by clicking on her picture. This will open a quick view of her latest posts on
the right. If you click on her name at the top, it will take you to her profile page.

_
TAYLOR SWIFT

BORN IN 1989.

0000600

JOIN MAILING LIST
TAYLORSWIFT.COM
SHOP TAYLOR SWIFT

Taylor Swift
Buy Taylor's new album 1989 featuring her
hit single "Shake It Off"|

M
i.; *‘_ wr oo Tavlar Swift |
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As you can see here, it tells us when she was born, links to her other social media sites, and more.
NOTE: Tumblr allows users to "theme" their profiles so you will find they all will not look the same.

You can scroll through this person's blog posts and see comments from others (if available) by clicking
on the post.

- Ed
lifeofswiftie89:

This deserves an award.

ataylorswift
You just had to do it Lisa.

Didn’'t you.

DECEMBER 09,2016 -
#50 SHADES OF | KNEW THIS WOULD HAPP T DIDN'T KNOW

WHEN #50 SHADES OF YOU PHOTO SHOPPING SEXY MASKS ON MY ILL
TEMPERED CAT #50 SHADES OF NEVER CHANGE MMK?

-~

Much of this is like many other social networking sites. More specifically, Twitter, where you can also
perform searches using Tags "or keywords with hashtags". Tags make it easier for readers to find posts
about a specific topic on blogs.

As you can see, this site can be another good resource for gathering intelligence on your subject.
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Social Community Platforms are used to build online community site. They allow individuals to create
their own social networking sites by using software such as Ning, Buddy Press, and Social Engine to
name a few.

Social networking services focus on building, directing, and reflecting of social networks or social
relations among people. A social network service consists of a representation of each user, his/her
social links, and a variety of additional services.

Most social network services are web-based and provide means for users to interact over the Internet,
such as by e-mail and instant messaging and online forums.

Although social media networking sites have been around since the 1990’s, the modern Web 2.0
Initiative has made social networking sites and webpages explode in recent years. Programmers are
constantly designing and creating new social community platforms in hopes of creating the next big
thing.

WHY WE USE IT

Today, we are an "online" society. We are always connected, whether it's on our phone, computer,
tablet, gaming systems, even television. Social media has allowed us to connect with a large audience
around the world with little effort. Social community platforms are used to build personal relationships
and networks of trust, bringing people together that have common interests and activities online.

Social Community Platforms allows new social media sites to be created and explored by internet users
that might be tired or bored with some of the social media giants like Facebook, Twitter or others.

Though, these new sites may not be as large or as popular, it doesn't mean they aren't important.
Some individuals seek out lesser known sites like these to interact with others using more discretion.
It's important to be aware of these sites when performing advanced searches so that you recognize
what they are.

ONLINE FORUMS

Online forums are another valuable resource that can be used during your investigation or intelligence
collecting.

An Internet forum, or message board, is an online discussion site where people can hold conversations
in the form of posted messages. They differ from chat rooms in that messages are often longer than
one line of text, and are at least temporarily archived.

Forums have a specific set of jargon associated with them; for example, a single conversation is called a
"thread", or topic.

A discussion forum is hierarchical or tree-like in structure: a forum can contain several sub forums, each
of which may have several topics. Within a forum's topic, each new discussion started is called a
thread, and can be replied to by many people.
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Depending on the forum's settings, users can be anonymous or must register with the forum and then
subsequently log in to post messages. On most forums, users do not have to log in to read existing
messages.

As for the types of forums available, the list is endless.

You will learn more on how to search for these forums and other social communities in the advanced
Techniques module.

With the addition to social media, the fitness community appears to have expanded in recent years.
What used to be small groups of people who would gather together to perform exercises, go to gyms
together, ride bikes, weight lifting or perform any other type of physical activity, has now grown into a
huge online community that encompasses a wide variety of people.

Fitness communities have a wide variety of members with both sexes and various ages and
backgrounds from the recreational to the professional groups. These communities have developed a
large following and even expanded to online groups, forums, applications, and events.

Some of the more popular groups have been Fitbit users, Spartan Runners, Color Runs, Cross-Fit,
International Weightlifting Federation, and running world just to name a few.

WHY WE USE IT

Individuals have a need to connect. People prefer to be a part of a group and when it comes to fitness,
people use these groups to support and compete with one another. Posting fitness updates in social
media allows a person to share their progress with a wide range of people, allowing them to connect,
share ideas, and tips. We use these groups to post updates on our progression; being able to run the
extra mile, lifting 50lbs more, coming in the top 20 % in a marathon or race.

HOW WE USE IT

Individuals can create profiles on various fitness related groups. Individuals can post comments and
update status in different health and fitness related forums. Individuals can join fitness related groups
and events on social media such as Facebook or join various fitness related events such as a color run
event occurring in their area.

Individuals can purchase fitness trackers such as Fitbit, or Nike or Under Amour fitness trackers or
purchase various fitness tracker applications such as runkeeper, trackmyprogress, MyFitnessPal, etc.
Individuals can then take this data recorded from their fitness tracker and post it to social media,
allowing other users to see a person’s distance run as mapped out by GPS, calories burned, or what
type of exercises performed.

Many people today are using mobile fitness apps, which allows them to track their activity, workout,
and results. Then, they can upload this information to fitness community sites and social media sites
to share with others.

With all the new technology now being used and the ease of sharing the results online, more people
are getting involved.

This, in turn, creates another resource for you to use when profiling a subject or obtaining intelligence
on their physical activities.
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When you start your research on these fitness sites and forums, you will find that many require a user
login to access the communities or groups on their sites. However, you can still find many other forums
that are accessible without an account.

Another option here would be public communities or groups on social media sites like Facebook,
Google Plus, Twitter and YouTube. Many of these are easily accessible, which allows you to search for
your subject and identify their activity or interaction with the group.

Lastly, you may also be able to identify possible events your subject will be attending with these
groups. Many of them post upcoming events with details as to when and where they will occur.

STATISTICS

Here are the statistics of the most popular health and fitness apps in the US in 2016, by monthly active
users. As of October 2016, Fitbit was ranked first with 20.8 million unique U.S. users. MyFitnessPal was
ranked second with a 11.5 million user strong audience.

Fithit

MyFitnessPal

5 Health (for Samsung)
Weight Watchers Mobile
MyChart
FollowMyHealth
Twilight

Coogle Fit

Nike+ Running

healow

0 2.5 5 7.5 10 12.5 15 17.5 20 22.5 25

Number of monthly unique users in millions

 Statista 2017

Image Source:
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Online Dating sites allows individuals to find, meet, and contact each other through a provided service
with the intent of developing a personal, romantic or sexual relationship.

Dating has changed dramatically within the past couple of decades. It has evolved from placing
personal ads in newspapers to individuals from all over the globe instantly connecting online.

Over the recent years, the number of readily available dating sites have multiplied. They offer a wide
range of options when an individual is searching and/or engaging a dating service. Users can join sites
that focus on building long relationships such as eHarmony.com, Match.com, POF.com, and Zoosk.com.
Other sites might focus more on one nightstands or sexual encounters such as Tinder, Hot or Not, and
Craigslist.

These dating sites have been tailored for users to search by demographic, sexual orientation, race, age,
religious beliefs, and common interests.

WHY WE USE IT

Online dating has become more of a convenience, instead of going out to a club or bar and trying to
find that Mr./Mrs. Right. Instead of spending the time and getting to know other individuals in person,
dating sites use algorithms and profile matching programs to determine our ideal mate.

Another benefit is it allows users to maintain a sense of security and anonymity. A person can create an
online persona that may provide a better first impression than they would have the traditional way.
With that said, this also is used negatively to mislead individuals.

mysinglefriend.com (IDOI"G

i u

match com’f.

\

5COl o AL s
12 people ‘?’. gﬁ WL!. ]"' S

HOW WE USE IT

Most online dating sties require a user to create a profile on their site by entering some basic
information about themselves such as name, age, geographical location, contact information, sex, and
other various identifiers. Some services will offer free membership, but offer premium material for a
price, while other sites might require a paid subscription.

Online dating sites and applications can be accessed through cellular phones, computers, and tablets.
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STATISTICS

According to Pew Research, 15% of US adults report they have used online dating sites or mobile dating

apps. Online dating has jumped among adults under age 25 as well as those in their late 50s and early
60s.

% in each age group who have ever used an online dating site and/or mobile
dating app

m2013 m2015

Total 18-24 25-34 35-44 45-54 55-64 65+

Source: Survey conducted June 10-July 12, 2015.
PEW RESEARCH CENTER

Image Source:

The share of 18 to 24-year-olds who use online dating has roughly tripled from 10% in 2013 to 27% in
2016. Online dating use among 55 to 64-year-olds has also risen substantially. Today, 12% of 55 to 64-
year-olds report using an online dating site or mobile dating app versus only 6% in 2013.

About 40 million Americans try online dating services. In the United States, the target demographic of
dating sites are 90 million singles that are between 19 and 45. Women received an average of 17 times
the number of messages as men on dating services.

Online dating fraud has risen by 150% as scammers, predators and criminals have become more active
on these sites.

Dating sites that focus on relationships and marriage such as Zoosk.com have about 1.1 Million Month
Users, Match.com has about 3.2 Million monthly users, and eHarmony.com has about 1.2 Million
monthly users.
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It's important to understand that many of these social sites and platforms are publicly available to
anyone. However, several of the sites also allow users to enable certain "privacy" settings. This can
include, but not limited to, hiding personal information, posts, images, videos, connections, and even
complete profiles.

So, how do you get around this? There are couple ways, but you need to make sure that you are
following the privacy guidelines of each site and avoid using any "illegal" methods. Obtaining
information this way will do you no good, and cannot be submitted to a court as evidence. Not to
mention the legal ramifications this can cause.

With that said, there are proper methods to still obtaining the information of your subject.

As we discussed in the previous lessons, you will find that your subject may have profiles on other
social media platforms that are not set as private. You can also use their friends or relatives that has
access to their profile. Another thing to look at are the Groups or communities we discussed to see
what your subject is doing. These are more easily accessible and can still provide you details about
your subject.

Lastly, you may be able to utilize an online alias persona, or sock puppet, to connect with your subject.
IMPORTANT: Make sure you consult legal counsel before performing this action to make sure this is
allowed in your jurisdiction. Each state has separate laws regarding this method and use.

DIGITAL EVIDENCE RECORDING

Any time you perform online research, it is very important that you capture and record all your
findings. What you find today on a person's profile may not be there tomorrow.

It is recommended that you use a screen casting program like Camtasia Studio to record everything
during your research. This allows you to create HD quality video recordings of your findings and store
locally, which is much easier than serving a subpoena or search warrant.

ETHICAL CONSIDERATIONS

Legally, there are no court rules, statutes, or laws that specifically prevent you from searching a
subjects social networking profile that is public.

However, there are laws against direct contact with a subject that is represented by counsel.

LEGAL INFORMATION FOR FACEBOOK

With Facebook being one of the most widely used and informative social media sites, this information
related to subpoenas for an individual’s account may be useful to you. If with a government agency,
more information is obtainable, whereas with civil matters they may only be able to confirm if
information does or does not exist.

Information for Law Enforcement Authorities

These operational guidelines are for law enforcement officials seeking records from Facebook. For
private party requests, including requests from civil litigants and criminal defendants, visit:

. Users seeking information on their own accounts can access
Facebook's "Download Your Information" feature from their account settings. See

. This information may change at any time.
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These guidelines can also be in their original English as a PDF.
US Legal Process Requirements

We disclose account records solely in accordance with our terms of service and applicable law,
including the federal Stored Communications Act ("SCA"), 18 U.S.C. Sections 2701-2712. Under US law:

e Avalid subpoena issued in connection with an official criminal investigation is required to
compel the disclosure of basic subscriber records (defined in 18 U.S.C. Section 2703(c)(2)),
which may include: name, length of service, credit card information, email address(es), and a
recent login/logout IP address(es), if available.

e A court orderissued under 18 U.S.C. Section 2703(d) is required to compel the disclosure of
certain records or other information pertaining to the account, not including contents of
communications, which may include message headers and IP addresses, in addition to the
basic subscriber records identified above.

e Asearch warrant issued under the procedures described in the Federal Rules of Criminal
Procedure or equivalent state warrant procedures upon a showing of probable cause is
required to compel the disclosure of the stored contents of any account, which may include
messages, photos, videos, timeline posts, and location information.

e We interpret the national security letter provision as applied to Facebook to require the
production of only 2 categories of information: name and length of service.

International Legal Process Requirements

We disclose account records solely in accordance with our terms of service and applicable law. A
Mutual Legal Assistance Treaty request or letter rogatory may be required to compel the disclosure of
the contents of an account. Further information can be found here:

Account Preservation

We will take steps to preserve account records in connection with official criminal investigations for 90
days pending our receipt of formal legal process. You may expeditiously submit formal preservation
requests through the Law Enforcement Online Request System at facebook.com/records, or mail as
indicated below.

Emergency Requests

In responding to a matter involving imminent harm to a child or risk of death or serious physical injury
to any person and requiring disclosure of information without delay, a law enforcement official may
submit a request through the Law Enforcement Online Request System at

Important note: We will not review or respond to requests submitted by non-law enforcement ofﬁuals
Users aware of an emergency situation should immediately and directly contact local law enforcement
officials.

Child Safety Matters

We report all apparent instances of child exploitation appearing on our site from anywhere in the
world to the National Center for Missing and Exploited Children (NCMEC), including content drawn to
our attention by government requests. NCMEC coordinates with the International Center for Missing
and Exploited Children and law enforcement authorities from around the world. If a request relates to
a child exploitation or safety matter, please specify those circumstances (and include relevant NCMEC
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report identifiers) in the request to ensure that we are able to address these matters expeditiously and
effectively.

Data Retention and Availability

We will search for and disclose data that is specified with particularity in an appropriate form of legal
process and which we are reasonably able to locate and retrieve. We do not retain data for law
enforcement purposes unless we receive a valid preservation request before a user has deleted that
content from our service.

Details about data and account deletion can be found in our Data Policy ( ),
Statement of Rights and Responsibilities ( ), and Help Center

( ).
Form of Requests

We will be unable to process overly broad or vague requests. All requests must identify requested
records with particularity and include the following:

e The name of the issuing authority, badge/ID number of responsible agent, email address from
a law-enforcement domain, and direct contact phone number.

e The email address, user ID number
(http://www.facebook.com/profile.php?id=1000000XXXXXXXX) or username
(http://www.facebook.com/username) of the Facebook profile.

User Consent

If a law enforcement official is seeking information about a Facebook user who has provided consent
for the official to access or obtain the user's account information, the user should be directed to obtain
that information on their own from their account. For account content, such as messages, photos,
videos and timeline posts, users can access Facebook's "Download Your Information" feature from their
account settings. See . Users can also view recent IP addresses
in their Account Settings under Security Settings/Active Sessions. Users do not have access to historical
IP information without legal process.

Notification

Our policy is to notify people who use our service of requests for their information prior to disclosure
unless we are prohibited by law from doing so or in exceptional circumstances, such as child
exploitation cases, emergencies or when notice would be counterproductive. We will also provide
delayed notice upon expiration of a specific non-disclosure period in a court order and where we have
a good faith belief that exceptional circumstances no longer exist and we are not otherwise prohibited
by law from doing so. Law enforcement officials who believe that notification would jeopardize an
investigation should obtain an appropriate court order or other appropriate process establishing that
notice is prohibited. If your data request draws attention to an ongoing violation of our terms of use,

we will take action to prevent further abuse, including actions that may notify the user that we are
aware of their misconduct.

Testimony

Facebook does not provide expert testimony support. In addition, Facebook records are self-
authenticating pursuant to law and should not require the testimony of a records custodian. If a special
form of certification is required, please attach it to your records request.
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Cost Reimbursement

We may seek reimbursement for costs in responding to requests for information as provided by law.
These fees apply on a per account basis. We may also charge additional fees for costs incurred in
responding to unusual or burdensome requests.

We may waive these fees in matters investigating potential harm to children, Facebook and our users,
and emergency requests.

Submission of Requests
Online

Law enforcement officials may use the Law Enforcement Online Request System at
for the submission, tracking and processing of requests.

Please note that a government-issued email address is required to access the Law Enforcement Online
Request System.

Mail

United States Mail Address:
1601 Willow Road, Menlo Park CA 94025

Ireland Mail Address:
Facebook Ireland Ltd | 4 Grand Canal Square | Dublin 2

Attention: Facebook Security, Law Enforcement Response Team

Law enforcement officials who do not submit requests through the Law Enforcement Online Request
System at should expect longer response times.

Notes

o Acceptance of legal process by any of these means is for convenience and does not waive any
objections, including lack of jurisdiction or proper service.

e We will not respond to correspondence sent by non-law enforcement officials to the addresses
above.

Reference Source:

LEGAL INFORMATION FOR TWITTER
What is Twitter?

Twitter is a real-time global information network that lets users create and share ideas and information
instantly. People and organizations send 140-character messages through our website and mobile site,
client applications (e.g., Twitter for Android; Twitter for i0S), SMS, or any variety of third-party
applications.

For more information, please visit: . For the latest on Twitter's features and
functionality please visit our

Twitter is provided to people who live in the United States by Twitter, Inc., a company based in San
Francisco, California. Twitter is provided to people who live outside the United States by Twitter
International Company, a company based in Dublin, Ireland.
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What Account Information Does Twitter Have?

Most Twitter account information is public, so anyone can see it. A Twitter account profile contains a
profile photo, header photo, background image, and status updates, called Tweets. In addition, the
account holder has the option to fill out a location (e.g., San Francisco), a URL (e.g., twitter.com), and a
short "bio" section about the account for display on their public profile. Please see our

for more information on the data we collect from and about users.

Does Twitter Have Access to User-Generated Photos or Videos?

Twitter provides photo hosting for some image uploads (i.e., pic.twitter.com images) as well as Twitter
account profile photos, header photos, and account background images. However, Twitter is not the
sole photo provider for images that may appear on the Twitter platform. More information about
posting photos on Twitter can be found

Twitter provides video hosting for some videos uploaded to Twitter (i.e., pic.twitter.com videos) as well
as those posted to Periscope and Vine.

What is Periscope?

Periscope is a standalone mobile service that lets users create and share real-time video broadcasts.
Please see the for more information on the data we collect from and
about Periscope users.

What is Vine?

Vine is a standalone mobile service that lets users create and share short looping videos. Please see the
for more information on the data we collect from and about Vine users.

Data Retention Information

Twitter retains different types of information for different time periods, and in accordance with our
and . Given Twitter's real-time nature, some information (e.g., IP logs)
may only be stored for a very brief period of time.

Some information we store is automatically collected, while other information is provided at the user’s
discretion. Though we do store this information, we cannot guarantee its accuracy. For example, the
user may have created a fake or anonymous profile. Twitter doesn’t require real name use, email
verification, or identity authentication. More information on Twitter’s retention policies can be found in
our

NOTE: Once an account has been deactivated, there is a very brief period in which we may be able to
access account information, including Tweets. More information about deactivated accounts is
available . Content deleted by account holders (e.g., Tweets) is generally not available.

Preservation Requests

We accept requests from law enforcement to preserve records, which constitute potentially relevant
evidence in legal proceedings. We will preserve, but not disclose, a temporary snapshot of the relevant
account records for 90 days pending service of valid legal process.

Preservation requests, in accordance with applicable law, should be signed by the requesting official,
include the @username and URL of the subject Twitter profile (e.g., @safety and

), have a valid return official email address, and be sent on law enforcement
letterhead. Requests may be sent via the methods described below.
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Requests for Twitter Account Information

Requests for user account information from law enforcement should be directed to Twitter, Inc. in San
Francisco, California or Twitter International Company in Dublin, Ireland. Twitter responds to valid legal
process issued in compliance with applicable law.

Private Information Requires a Subpoena or Court Order

Non-public information about Twitter users will not be released to law enforcement except in response
to appropriate legal process such as a subpoena, court order, or other valid legal process — or in
response to a valid emergency request, as described below.

Contents of Communications Requires a Search Warrant

Requests for the contents of communications (e.g., Tweets, Direct Messages, photos) require a valid
search warrant or equivalent from an agency with proper jurisdiction over Twitter.

Will Twitter Notify Users of Requests for Account Information?

Yes. Twitter's policy is to notify users of requests for their account information, which includes a copy
of the request, prior to disclosure unless we are prohibited from doing so (e.g., an order under

). Exceptions to prior notice may include exigent or counterproductive circumstances
(e.g., emergencies regarding imminent threat to life; child sexual exploitation; terrorism). We may also
provide post-notice to affected users when prior notice is prohibited.

What Details Must Be Included in Account Information Requests?
When requesting user account information, please include:

e The @username and URL of the subject Twitter account in question (e.g., @safety and
);

e Details about what specific information is requested (e.g., basic subscriber information) and its
relationship to your investigation;

e NOTE: Please ensure that the information you seek is not available from our public API. We are
unable to process overly broad or vague requests.

e Avalid official email address (e.g., ) so we may get back in touch with you
upon receipt of your legal process.

Requests may be submitted by fax or mail; our contact information is available at the bottom of these
Guidelines. Requests must be made on law enforcement letterhead.

NOTE: We do not accept legal process via email at this time; our support system does not allow
attachments for security reasons.

Production of Records

Unless otherwise agreed upon, we currently provide responsive records in electronic format (i.e., text
files that can be opened with any word processing software such as Word or TextEdit).

Records Authentication

The records that we produce are self-authenticating. Additionally, the records are electronically signed
to ensure their integrity at the time of production. If you require a declaration, please explicitly note
that in your request.

Cost Reimbursement
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Twitter may seek reimbursement for costs associated with information produced pursuant to legal
process and as permitted by law (e.g., under

Emergency Disclosure Requests

In line with our , we may disclose account information to law enforcement in response to
a valid emergency disclosure request.

Twitter evaluates emergency disclosure requests on a case-by-case basis in compliance with relevant
law (e.g., and ). If we receive
information that provides us with a good faith belief that there is an exigent emergency involving the
danger of death or serious physical injury to a person, we may provide information necessary to
prevent that harm, if we have it.

How To Make an Emergency Disclosure Request

If there is an exigent emergency that involves the danger of death or serious physical injury to a person
that Twitter may have information necessary to prevent, law enforcement officers can submit an
emergency disclosure request through our (the quickest and most efficient method).

Alternatively, you may fax emergency requests to 1-415-222-9958 (NOTE: faxed requests may result in
a delayed response); please include all of the following information:

e Indication on your cover sheet, which must be on law enforcement letterhead, that you're
submitting an Emergency Disclosure Request;

e |dentity of the person who is in danger of death or serious physical injury;

e The nature of the emergency (e.g., report of suicide, bomb threat);

e Twitter @username and URL (e.g., @safety and ) of the subject
account(s) whose information is necessary to prevent the emergency;

e Any you would like us to review;

e The specific information requested and why that information is necessary to prevent the
emergency;

e The signature of the submitting law enforcement officer; and
e All other available details or context regarding the particular circumstances.

Mutual Legal Assistance Treaties

Twitter’s policy is to promptly respond to requests that are properly issued via mutual legal assistance
treaty (“MLAT”) or letters rogatory, upon proper service of process.

Assisting a Twitter User

Registered Twitter users can obtain a download of Tweets posted to his or her Twitter account.
Directions on how a user can request that information is available in our

Twitter does not currently offer users a self-serve method to obtain other, non-public information (e.g.,
IP logs) about their Twitter accounts. If a Twitter user requires his or her non-public account
information, please direct the user to send a request to Twitter via our . We will respond
with further instructions.

Content Removal Requests

If you represent a government or law enforcement agency and would like to have potentially illegal
content removed from Twitter for violating local law(s), we ask that you please first review the
and, if applicable, submit a request to have the content reviewed for possible violations of our
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. An overview on how to report potential violations of the and
is available . Reporting possible violations of our will ensure that your
request is routed to the appropriate team and processed expeditiously.

If you have already submitted a request and have received a response from Twitter indicating that the
reported content does not currently violate our Terms of Service, you can submit a request for content
to be withheld through our Law Enforcement Request web form:

Along with identifying the specific Tweet(s) or account at issue and the local law(s) it (they) may
violate, please provide any other potentially helpful context that will lead to the expeditious review of
your request. We also require a valid official government or law enforcement email address (e.g.,

) so the appropriate team may get back in touch with you upon receipt of your
request. Requests submitted through this form are reviewed and responded to during Twitter business
hours.

NOTE: As part of processing your request, Twitter will promptly notify affected users unless we are
legally prohibited from doing so (e.g., if we receive a court order prohibiting disclosure). This
notification will include a copy of your original takedown request. You may provide a redacted copy of
your request with personal information removed for notice purposes.

For more information on our Country Withheld Content policy, please see

Government and law enforcement reporters may also request the withholding of content determined
to be illegal in their jurisdiction by faxing +1-415-222-9958 (attn: Trust & Safety - Legal Policy) or
mailing a hard copy of the request to the following address:

Twitter, Inc.

c/o Trust & Safety - Legal Policy
1355 Market Street, Suite 900
San Francisco, CA 94103

If you are based outside of the United States of America, please mail a hard copy of your request to:

Twitter International Company
c/o Trust & Safety - Legal Policy
One Cumberland Place

Fenian Street

Dublin 2

D02 AX07

Ireland

Receipt of correspondence by any of these means is for convenience only and does not waive any
objections, including the lack of jurisdiction or proper service.

Other Issues

Most issues can be resolved by having Twitter account holders submit inquires directly to us through
our . More information on how to report violations is available

General Inquiries

Other general inquiries from law enforcement or government officials can be submitted through our
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Contact Information
Our address and fax details are:

Twitter, Inc.

c/o Trust & Safety - Legal Policy

1355 Market Street, Suite 900

San Francisco, CA 94103

Fax: 1-415-222-9958 (attn: Trust & Safety - Legal Policy)

Twitter International Company
c/o Trust & Safety - Legal Policy
42 Pearse Street

Dublin 2

Ireland

Fax: 1-415-222-9958 (attn: Trust & Safety - Legal Policy)

Receipt of correspondence by any of these means is for convenience only and does not waive any
objections, including the lack of jurisdiction or proper service.

Non-law enforcement requests should be submitted through our

Reference Source:
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LINKEDIN LAW ENFORCEMENT DATA REQUEST GUIDELINES

Our members count on LinkedIn to safeguard their personal information, and to provide the
transparency they've come to expect, even when it comes to law enforcement requests for member
data. We respect the laws that apply to our business operations, but we put our members first by
requiring that such requests follow established legal procedures and by notifying members of requests
for their data unless prohibited by statute or court order. We also believe in being transparent about
the number and type of requests we receive, and we issue a Transparency Report twice a year.

More about how our process works

Follow the Law. Except in limited emergency situations, law enforcement agents seeking information
about member accounts must be made through formal U.S. legal procedures, such as subpoenas, court
orders, and search warrants. Please note that certain types of member data, including messages,
invitations and connections, have a high bar for disclosure and can only be disclosed pursuant to a valid
search warrant from an entity with proper jurisdiction.

Data requests from outside of the United States generally must be made through an official Mutual
Legal Assistance Treaty (MLAT) or letters rogatory process.

How Can Law Enforcement Officials Ask for Data? All requests must include the agent's Badge/ID no.
and contact information, and must specify the member account by providing either (1) the full name of
the member and email address associated with the account; or (2) the LinkedIn public profile URL. Data
requests may be served by fax to 650-810-2897, by certified mail, express courier, or in person at our
corporate headquarters:

LinkedIn Corporation
ATTN: Legal Department
1000 West Maude Avenue
Sunnyvale, CA 94085

USA

More details are provided in LinkedIn's Law Enforcement Data Request Guidelines attached below
(currently only available in English).

What if it's an Emergency? In very rare circumstances involving imminent serious bodily harm or death,
we will consider responding to an emergency request for data. These requests must be submitted using
the Emergency Disclosure Request Form included in LinkedIn's Law Enforcement Data Request
Guidelines attached below, and must signed under penalty of perjury by a law enforcement agent.

Please view our full for more information.

Reference Source:
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Let's begin with Facebook. Easily the most widely used social media website and mobile application
out there.

In the earlier video on Facebook, we looked at how to perform a basic person search. Now let us see
how to customize your search and filter your results.

Once you are logged in, enter the subject name into the search bar like before. But this time, let's click
on "see all results..." at the bottom.

This will show you the top results of your search. To the left, you will see that we can filter our search
by "posted by", "location", and by "date posted". This helps if you know the city of your subject or if
there are specific dates that you want to search.

POSTED BY

Your Friends

Your Friends and

Groups

«++ Choose a Source

TAGGED LOCATION
e Anywhere
North Fort Myers, FL
Carlisie, IN

Choose a Location..

DATE POSTED
e Anytime

2016
-~

2015

- Choose a Date.
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You can switch to the "People" link at the top to see different filters as well. Here you have the option
to filter by "education", "work" and "mutual friends".

City
e Any city
North Fort Myers, FL
Carlisle, IN
++ Choose city...

Education
e Any school

ﬂ Sullivan High
School

WV Vincennes
University

«+ Choose school.

Work
e Any company

-++ Choose company...

Mutual Friends
e Anyone
Friends
Friends of your friends

«+ Mutual friends with..

This is just another way to optimize your Facebook searching.
Next, let's see how to find a person's Facebook ID number after you have found their profile.

The purpose of doing this is simple. It allows us to use advanced search links along with a person's
Facebook ID to find specific results.

First, locate your subjects Facebook profile page. Then copy their full URL for that page.

@ Secure | https://www.facebook.com/profile.php?id=100008547424341 I

[ §]| cnris Bennett

Timeline About
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Next, we are going to visit a website called findmyfbid.com. On this page, past the URL you copied and
click "Find numeric ID".

Find your Facebook ID

To find your Facebook personal numeric ID for fb:admins,
social plugins, and more, enter your Facebook personal
profile URL below:

Find numeric ID —

This will display the ID number for this person.

Success!

Your Facebook personal numeric ID is:

100008547424341

Next, reference the provided Facebook Advanced Search Links document that was listed with this
course lesson on the website. Or, if you missed it, you can download it by clicking the link below

As you can see, there are several links listed here for you to use. If you look at the end of each link, it
will identify what it will search for. For example; places visited, photos by, videos, and so on.

All you need to do is replace in the link where it says {facebook-user-number} with the Facebook ID you
found earlier. Then, copy the link and enter into your browser to search.

Examples:
https://www.facebook.com/search/100008547424341/pages-liked
https://www.facebook.com/search/100008547424341/photos-of
https://www.facebook.com/search/100008547424341/friends

Bonus: Let's look at one more cool trick you can do to locate a person's profile if you have an email
address or phone number for your subject.

First, make sure you are logged out of Facebook. Then, on the login screen click "forgot account?"

oo oo
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Here you can enter their email address or phone number and search.

Find Your Account

Email, Phone, Username or Full Name

|

I cantidentify my account L:Elw M Cancel

To the right, you will see this person's name and possibly a picture of them to identify you have the
correct person.

Reset Your Password

How would you like to reset your password?

¢ [ Use my Google account
Log in to Google (if you aren't already) to quickly reset your

password. ﬁ
Email me a link to reset my password

Chris Bennett

Facebool

[8 Text me a code to reset my password
SRS EARESS g?

No lenger have access to these? Not You?

NOTE: do not attempt to reset their password here. We are just using this to identify the name they
use on Facebook for our search and to determine if they have an account on Facebook using this email
address or phone number.

So, there you have it. Some advanced techniques for searching on Facebook during your investigation.
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ADVANCED SEARCH TECHNIQUES ON TWITTER 201

We are going to take a detailed look at how to use advanced search techniques to identify and collect
information on a subject.

First, log into Twitter and enter your subject’s in the Twitter search bar as before. But, this time, select
the “More” option in the menu and select “Advanced Search”.

TOP LATEST PEOPLE PHOTOS VIDEOS MORE v
Sgople v A
EET
PEOPLE
10T(
[
ISC
2
5 EWS
Ryan Allen Ryan Allen Carr
BR_Allen86 @RyanACarrillo v From eve:
Oregon Born. New England Patriot. Love TV Personality | @WE!
ny life, family! CELEBrations | @Expr

VH1's @BigMomingB
Skating Boy Toy | Pro v From everywhere

Ryan Hannable able - 24 01¢
L3 Cyrus Jones out practicing punt returns with Ryan Allen. Wo

¥ if he gets a crack in the second half.
Advancy;d search

The advanced search allows you to add a lot more information to refine our original person search.
This is beneficial if your subject has a common name for example.

Advanced Search

Words

Al of these words
This exact phrase
Any of these words
None of these words
These hashtags

Witten in Any Language ¥

People
From these accounts
To these accounts

Mentioning these accounts

Places

Near this place @ Add iocation

Dates

From this date to

Other

Select Positive :) Negative :( Question ? Include retweets
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In the “Words” section, you can include all words like cities, dates, etc. Or if you are looking for
reference of an exact phrase used by the subject, that can be entered too.

Words

All of these words Ryan Allen
This exact phrase foot

Any of these words

None of these words

You can also “exclude” words in the search by entering them in the “none of these words” section.

Next, in the “People” section, you can show all Tweets from specific accounts by username to your
subject. Or all Tweets to a specific account from the subject.

You can also define your search by location under the “Places” section, which will search within a 15 to
20 mile radius of that city.

NOTE: The first time you perform your search, try leaving the location blank in case the subject has not
specified a location in their profile.

You can narrow down your search by a specific date range. For example, maybe during the date of loss.

Dates

From this date 2017-01-01 to 2017-01-12

After you have all your information entered, run the search to view the results.

In this example, you can see we’ve located a couple subjects matching our search criteria. Now we can
look at the profile to see if we can identify our subject.

577 249K ¥ 2 Follow

Ryan Allen

@R_Allen86

Oregon Born. New England Patriot. Love my life, family!
Foxboro, MA

Ryan Allen  HelloXFRya
let's play a game called d»d ryan break his foo%? stay tuned!

Ryan Allen — HelloXRAyar
A BOY DID NOT BREAK MY FOOT NO BOYS LIKE ME BECAUSE IM UGLY LOL

Pmon FitspeytonX3
@HelloXRyan so he broke your foot..? | don't understand this game
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As we look at this subjects profile, we can see that it lists his other social media accounts for Instagram,
SnapChat, YouTube, and Vine. We can also see his date of birth and location. All this information is
beneficial and will help in collecting more information on our subject.

Ryan Allen
just a sub-par youtuber // actor *
INSTAGRAM: elloX * SNAPCHAT:

v Dallas // LA

7] Joined June 2013
@ Born on September 01

Next, we review his Tweets to see if we can locate anything related to a foot injury. After some
scanning, we find a post with a photo of the subject’s foot in a brace. This will also give us the date
when the image was posted and can be used for reference.

Ryan Allen =+
' update:
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Now that we have identified our subject, you can see in the URL of the profile page their username.

| 4+ | W Twitter, Inc.@ twitter.com/HelloXRyan |
The username can now be used with the advanced search to find specific information or
communications without having to review the entire profile of the subject.

In the advanced search under “People”, you can enter their username under the “from these accounts”
and set a date range you want to see only.

NOTE: if you want to perform this same search just using the basic search bar, you can by using
operators (like ones used with Google search).

For example, in the basic search we could enter the following:

From:HelloXRyan since:2016-12-01 until:2017-01-12

from:HelloXRyan since:2016-12-01 until:2017-01-12

TOP LATEST PEOPLE PHOTOS VIDEOS MORE v

You can view people, photos, and videos that fall within these parameters as well.

Tip: make sure you are using the Twitter username and not their proper name. Also, make sure to
enter dates as (year-month-day)

ADVANCED SEARCH TECHNIQUES ON YOUTUBE 201

The search function within YouTube is much like Google search as it uses the Boolean search method.
When performing your search, there is a filter system available to isolate your search parameters.
For example, if we search “bus wreck Tennessee”, it will return 12,000 results.

However, we can refine our search results by selecting filter options shown at the top of the list.

Finers & About 12,000 results

Upload date Type Duration Features Sort by
Last hour Video Short (< 4 minutes) <K Relevance
Today Channel Long (> 20 minutes HD Upload date
This week Playlist Subtities/CC View count
This month Movie Creatve Commons  Ratng
This year Show 3D

Live

Purchased

360°
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These filters are broken up into categories to select from. You can select from "upload date", video
"type", "duration", "features", and you can "sort by". When you sort by relevance, you will most likel
get the best results. The other options may return results that don't apply to what you are looking fo

Y
r.

Another way to improve your search is to use "quotes" around your search word or phrase to force the

exact match in your results.

Next, you can use the "plus" sign if one of your words are dropped from your search results. You can
also use the "minus" sign to force YouTube search to exclude any irrelevant words from the search.

"bus wreck tennessee” + 2016

You can also force any word to appear in the video title with the use of "intitle:" along with your search

term. This is very useful if you keep getting irrelevant results, whereas it's showing pages that only
mention your search term in comments or in the description.

intitle; bus wreck tennessee

Lastly, | want to quickly show you how to use Google search to find relevant videos on YouTube.

Just go to google.com and in your search bar, type your keyword or phrase within quotes followed by
YouTube video.

(example: "bus wreck tennessee" youtube video)

Then, click on the video menu to only show videos. Next, if you click on "tools" on the right, you can
now filter the results by duration, time, and quality.

This is like the filter option within YouTube that we just looked at.

GO gle "bus wreck tennessee" youtube video _!/ Q
Videos Mag mag More T
Any time Any quality =
ny tir {")
DSG45Da ¥ AM! 100l Bus Wreck Tennessee ... - YouTube
Past hou .com/watch?v=uo7FmNIeGWk
rast 24 hows # 45 is about the Adventures Of The Spa Guy.. The Spa Guy
AtLeast6 ; Accident - YouTube

ast ye r.com/watch?v=MzaHjAyfz8Y

ed by YT Wochit News using http://wochit.con DSG 45

hool
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ADVANCED SEARCH TECHNIQUES ON INSTAGRAM 201

As we reviewed last time, Instagram uses similar search functions as Twitter. Where the use of "#"
hashtags (or keywords) is very popular here.

Though, Instagram does not offer an internal "advanced search" feature, you can still find good
evidence for your case.

Let's say for example, if you are law enforcement investigating drug users, you can search common
drug terms and then identify users. Once you've found your subject, you can then view their profiles
displaying images and videos that you can collect for evidence.

For example, let’s use the hashtag #weed420

Our search results found almost 57,000 posts using this hashtag term.

#weed420

56,998 posts

BUT HRQHMAVHI' I°LL
GET A LIJTLE HIGH,

Let’s say we identified our subject using this hashtag with her posts and now want to see their profile.

Go back up to the search bar and enter their username and search.

b
princessreefis | Foliow

353 posts 702 followers 1,834 following

OG D Trap always keepin itg

)
[
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Now, I'd like to show you a couple other resources you can use. First is a service called WEBSTA, which
is a free service. You can use Websta without an Instagram account, but if you link it to an account, it
will provide additions features.

WEBSTA

FEATURED USERS @

SORT BY FOLLOWERS AR ER POSTS

Select All v

. s 3 4 5 Next » Last »

There are several elements within this app, but we are just going to focus on a couple areas.

First, there is a "custom feeds" section you can use to set up and monitor specific user feeds. This
would be used once you have already identified your subject and obtained their username. Give your
custom feed a name, then you can enter up to 20 usernames to track. When monitoring a subject, the
custom feed option can be beneficial to you.

test2 ean

public

@ weedd420.nl

. weed420 nl

m weed420ni

Add up to a maximum of 20 users

Users

Please add user to the custom feed
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Only you can see this feed, unless you ticked "public" in the feed's settings. The users you add will not
be notified if you add them to the feed. You can add any user, even if you are not following them or
vice versa.

Next, you can perform searches within Websta, just as you would when using Instagram. Let's use the
same hashtag and username as before to compare the results.

-~ P
el <
‘. oy’

Results for weed420

USER SEARCHES RELATED TO "WEED420"

weed420 howtorollupajoint weed 420 fairys
Weed420 Weed_420

weed420memes weed420.nl weed_420_highlife
Weed420Memes Weed420 NL =@ Weed420

You can see that we get the same type of results as we would with Instagram. It will show users related
to our search as well as other related hashtags.

If you hover over the profiles, some will tell you that the profile is private and will not allow you to see
any details here. For those that you can look at, just click on their username to view the profile.

Here you will see their recent posts, including postdates and comment if any. You can also change the
view from list view to grid views if there are several posts from the user. This makes it easier to scan
through their posts. If you want to see if there are comments on a post you find, just click on the image
to view.

weed420.nl

Weed420.NL #@ Get stoned every day, because you never know when it's your last. hitp:/mwww k

23 posts 145 followers 303 following

FOLLOW + CUSTOM FEED = SUBSCRIBE

5) Recent Posts 2 Analytics

ELST # 3 GRID H 4 GRID H 6 GRID

-
i Ja - . weedd20.n!

“r I = Crolssants are the best! @
] —peh—

. theherbspot
Tike

LOAD MORE

There are other programs available that allow you to search Instagram even by location, such as
"picodash". Note, to use this program, you must pay a monthly subscription, but may offer additional
search functions.
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Google Search, as we all know, is a web search engine owned by Google Inc. It is the most-used search
engine on the World Wide Web, receiving several hundred million queries each day through its various
services.

The order of search results on Google's search-results pages is based, in part, on a priority rank called a
"PageRank". Google Search provides many options for customized search, using Boolean operators,
which we will discuss shortly.

TIP: When performing your research using Google search, there are a few basic things to note. First,
don't worry about little things like spelling. Google's spell checker automatically uses the most
common spelling of a given word, whether you spell it correctly or not. Also, capitalization isn't
important. A search word with capitalized letters is the same as a search without.

REFINE WEB SEARCHES - OPERATORS

You can refine your web searches by using symbols or words to make your search results more precise.
These are called "operators". However, Google search usually ignores punctuation that isn't part of a
search operator.

Some of the common search techniques are as follows:

e Search social media by putting a @ in front of a word to search social media. For example:
@twitter.

e Search for a price by putting a $ in front of a number. For example: camera $400.

e Search hashtags by putting a # in front of a word. For example: #throwbackthursday

e Exclude words from your search by putting a - in front of a word you want to leave out. For
example, jaguar speed-car

e Search for an exact match by putting a word or phrase inside quotes. For example, "tallest
building".

e Search for wildcards or unknown words by using an * in your word or phrase where you want
to leave a placeholder. For example, "largest * in the world".

e Search within a range of numbers by putting .. between two numbers. For example, camera
$50..5100.

e Combine searches by putting "OR" between each search query. For example, marathon OR
race.

e Search a specific site by using "site:" in front of a site or domain. For example,
site:youtube.com or site:.gov.

e Search for related sites by using "related:" in front of a web address you already know. For
example, related:time.com.

e Get details about a site by using "info:" in front of the site address.

e See Google’s cached version of a site by putting "cache:" in front of the site address.

Note: Make sure not to put spaces between the symbol or word and your search term, or it will not
work.

FILTER YOUR SEARCH RESULTS

Next, let's look at how you can filter and customize your search results to find exactly what you want.
For example, you can find sites updated within the last 24 hours, or photos of a certain color.
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Note: Filtering your search results doesn't change any of your search settings.

So, for example: if we look at car crash injuries, we can then filter the results.

GO gle car crash injuries  Q

News Videos Shopping More Settings Tools

NS v Past 24 hours ~ Sorted by relevance ~ Clear
Jm
To add or remove filters, choose the type of result you want to see, like Images or News, by selecting a
type under the search box. Click More to see extra choices. Below the search box, click Search tools to
see more filters you can apply to your search. The Search tools you see will be different based on your
search and the filters you've already used, so you won't see all the options every time. To remove any
filters, you've added through Search tools, click Clear.

Some Search tools aren't available in all languages or only show if you're signed in to your Google
Account.
ADVANCED SEARCH

You can narrow down search results for complex searches by using the Advanced Search page. For
example, you can find sites updated in the last 24 hours or images that are in black and white. Just go

to to begin.
A ced Se
Find pages with To do this in the search box
all these words Type the important words: tri at terrie
this exact word or phrase Put exact words in quotes
any of these words Type OR between all the words you want miniature OR standard

none of these words. ; u‘l 8 minus sign just & «‘h re words you don't want

Put 2 periods between the numbers and add a uni of measure

numbers ranging from to

Then narrow your results

by.

language any language ~  Find pages in the language you select
region any region ~  Find pages published in a particular region
last update: anytime - Find pages updated within the time specify

site or domain

- vhole page
terms appearing anywhere in the page ooking for

SafeSearch: Show most relevant results v Tell SafeSearch whether to fiter sexually expicit content
file type any format - Find pages in the format you prefe
usage rights not filtered by license ¥  Find pages you are free o use
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In the "Find pages with" section, enter your search terms as noted in each field. In the "Then narrow
your results by" section, choose the filters you want to use. You can use one or more filters. Finally,
click Advanced Search to display your results.

As you can see, even though everyone may be familiar with using Google search, that doesn't mean
they realize its full potential.

Now, take these new skills and use them when performing your research or investigation online. You
can take a person's email address or name, combine it with an operator like site: and instantly find
their profile page on social media sites for example.

Open-source intelligence (OSINT) is intelligence collected from publicly available sources. In the
intelligence community (IC), the term "open" refers to overt, publicly available sources (as opposed to
covert or clandestine sources); it is not related to open-source software or public intelligence.

This can include all publicly accessible sources of information, such as:

Media: newspapers, magazines, radio, television, and computer-based information.
Web-based communities and user-generated content: social-networking sites, video sharing
sites, wikis, and blogs.

Public data: government reports, official data such as budgets, demographics, hearings,
legislative debates, press conferences, speeches, marine and aeronautical safety warnings,
environmental impact statements and contract awards.

Observation and reporting: amateur airplane spotters, radio monitors and satellite observers
among many others have provided significant information not otherwise available. The
availability of worldwide satellite photography, often of high resolution, on the Web (e.g.,
Google Earth) has expanded open-source capabilities into areas formerly available only to
major intelligence services.

Professional and academic (including grey literature): conferences, symposia, professional
associations, academic papers, and subject matter experts.

Most information has geospatial dimensions, but many often overlook the geospatial side of
OSINT: not all open-source data is unstructured text. Examples of geospatial open source
include maps, atlases, gazetteers, port plans, gravity data, aeronautical data, navigation data,
geodetic data, human terrain data (cultural and economic), environmental data, commercial
imagery, LIDAR, hyper and multi-spectral data, airborne imagery, geo-names, geo-features,
urban terrain, vertical obstruction data, boundary marker data, geospatial mashups, spatial
databases, and web services. Most of the geospatial data mentioned above is integrated,

analyzed, and syndicated using geospatial software like a Geographic Information System (GIS)

not a browser per se.
Deep Web - Information hidden from the Surface web currently estimated to represent the
majority of content on the Web.

OSINT is distinguished from research in that it applies the process of intelligence to create tailored
knowledge supportive of a specific decision by a specific individual or group.

source:
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Open Source Intelligence essentially is about monitoring, finding, selecting, acquiring, reviewing,
cataloguing, reporting, and disseminating types of information.

The Intelligence part comes from analyses, by comparing, understanding, interpreting, explaining,
predicting and even denying the information that is collected.

The difference between OSINT versus Human Intelligence is to understand your subjects culture and
personality traits that will help you relate to who they are while gathering intelligence. This includes
the ability to locate historical information on them as well. What is in their past that can help you
determine possibly what lead up to their current actions.

This also plays an important part in your investigation if you are going to be using Online Alias (or sock
puppet). The persona you create needs to fit in with the individual you are investigating.

So, let's talk briefly about establishing an undercover identity.

One resource to assist you with this is to use a program like, fakenamegenerator.com, which allows you
to create a complete alias profile. You would then create user accounts on websites needed to gain
intelligence on your subject. With this, you will need to use a disposable email address and phone
number for only this identity. You may also need to have a pre-paid credit card in some instances for
validation.

Make sure you document any identity account information for reference and to ensure you remember
them.

These are only used to protect your real identity during an investigation.

As stated in our earlier lesson, before using an online alias profile, make sure you consult with your
legal counsel first and comply with any local or state laws.

Let's talk about the use of other search engines when you are performing a person search.
There are several services available, but we are going to review a few of the most commonly used.

As we look at these search engines and services, you will find that some offer free search services while
others are paid or subscription services. Obviously, with most of the paid services, you will be able to
obtain additional information as well as enhanced features. Such as, custom reporting, exporting, and
extra data collection abilities.

However, many of the free services can still provide beneficial information when initiating your
investigation on a subject.

We are going to briefly review each of these sites and explain what they offer, which have free search,
and those that require a subscription. It will be up to you to review each one and decide which will
work best for you.
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FREE SEARCH ENGINES
So, let's get started by looking at some of the free search engines.

The first one is pipl.com, which is commonly used and offers a lot of resources for discovering people
data.

e
plp SOLUTION PRODUCT COMPANY CONTAC

Getting people data is easy.

Pipl is the easiest way to get contact, social, demographic

'din and professional information about people.

clark_kent@youtube
27 Years Old

With over 10 billion records from millions of online and offline sources, you’ll get a lot of people data
coverage.

This includes:

Social
Professional
Contact
Demographic
Education
Images & Media

They also offer a paid service, which provides additional features and functionality. One other thing to
note about pipl.com, is that you can use it to search the “deep web”.

Next, is thatsthem.com, which is another popular search site for free use.
That’sThemﬁ_‘ Search By:

Find People FOR FREE

Find People how you know them

_ S

Example: Example: Example:

This site offers the following:

e Use an email address to locate a person

e Do areverse phone lookup

e Find someone by searching their name

e Find someone with a common name by name and address search
e They also include advanced search features
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Next, is zabasearch.com that has similar features as thatsthem.com. If you log in using Facebook, they
offer premium search.

ZABA® People Search. Honestly Free! Search by Name
Find People in the USA. Free People Finder
White Pages | Reverse Phone Lookup ZabaSearch Advanced Free Search Menu Top 25 Name Searches
I L |
Free People Search and Public Information Search Engine

People Search by Name Search by Phone Number

Search ‘ Search

e. john doe or john a doe L& 555-555-5555

Premium Services: Run a Background Check | Search by Phone Number

‘ All 50 States v

Another one to look at is 411.com, which works much like the last two mentioned, offering people
search, phone search, business, search, and address searches.

Find neighbors, distant relatives or anyone in the country / A

411COM
¥ 4 ; /

4

The next search engine is specific to finding criminal records, which is called justmugshots.us.

You can search criminal records including arrest data, booking photos, inmate rosters, and sex offender
registry information from numerous law enforcement & government agencies - including many local
county Sheriff Departments. You can even browse bookings by state.

Just

Mugshots

SEARCH Q,

Home Indiana Gabriella Layman

Gabriella Layman
Mugshot and Criminal Records of Gabriella Layman

Arrest Report

Name: Gabriella

Surmame: Layman

Age: 21

Gender: Male

Race: White

Height: 5' 5"

Weight: 131 Lbs

State: Indiana

County: Montgomery County
Booking Date: 2016-03-08
Booking Charges:
POSSESS PARAPHERNALIAPOSSESS COCAINE OR NARCOTIC DRUG
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PREMIUM/PAID SEARCH SERVICES
Now, let's take a quick look at some premium paid services.

You can use these services not only to collect intelligence on your subject, but also create a complete
background report on them. From basic information like names, phones, emails and address to
detailed data on employment, aliases, assets, criminal history, bankruptcies and much more.

Here are a few that can do this for you.

e TLOxp by Transunion

e (Clear by Thomson Reuters
e |RB Search

o LifeRaft

e Social Discovery Corp

Look over these search engine resources and find the ones that would be best for you.

ADVANCED SOCIAL MONITORING RESOURCES 201

Here, we are going to look at some helpful programs you can use to monitor multiple social media
accounts within a single application. This is called social media monitoring or social listening.

This is the process of identifying and assessing what is being said about a company, individual,
products, or brands on the internet.

There are many benefits to using these types of programs; such as to manage all your online alias
personas or sock puppets at once, or to manage your actual company social media accounts that
allows you to post once across multiple platforms for example.

Most of these applications will allow you to add several account types like, Facebook, Twitter, LinkedIn,
Google+, and more.

You can also perform targeted searches across these platforms using keywords and hashtags, which will
show you all conversations within these platforms at once on the given keyword or topic.

Let's take a quick look at some of the top social media monitoring programs out there.

HOOTSUITE

Probably the most popular and versatile one is Hootsuite. It provides the most options and has a full
array of "add-ons" that will allow you to expand its capabilities.

LogIn

q Hootsui(e‘ Hootsuite for Enterprise Products Plans Education

Manage all your social media marketing in one place

From finding prospects ta serving customers, Hootsuite
helps you do more with your social media marketing.

Get Started—Free ‘
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SPROUTSOCIAL

Next, we have sproutsocial. Like Hootsuite, but slightly limited on the platforms that can be managed.

Spl’OutSOCial SOLUTIONS PLATFORM PRICING ABOUT N @

Powerful Social Media Software

Social Media Management Made Easy

START YOUR FREE TRIAL

No credit card required, no software to install.

\

MENTION

Following that would be Mention. This program has basically replaced the use of Google Alerts. Again,
it offers real-time media monitoring giving live updates.

mention Media Monitoring Resources Pricing Goals Clients Login Request a Demo

Monitor your indu anywhere online

Start Free Trial

KEYHOLE

Lastly, would be Keyhole. Like the others, but specializes in hashtag and keyword tracking, and
analytics reporting.

What would you like to track in real-time?

#hashtag Waccount keyword ©@mention URL

oy = @ E.g. Audi, #SEO, Gilt.com
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There are many more programs out there, but you will find these to be some of the top contenders.
Also, be aware that these programs are subscription based and are not free resources.

Look them over and see if you find one that would benefit your investigation needs.

Here, we're going to look at how to use fitness forums to search for a subject and gather intelligence
on their discussions.

FITBIT COMMUNITY

To start, we will look at the Fitbit community and see what information is available and how to perfor
a search.

Primarily, this is a help forum for the Fitbit products, apps, and news. However, this community has
almost 8 million registered members that can exchange advice and discuss goals and lifestyles.

Before we start our search, it's important to note a couple things. First, you will need to create an
account to see user profiles. Also, many of the users here use an alias name for their account rather
than their actual name. But, if you have already identified your subject in previous social media
searches, you may have an idea of typical usernames they may use.

Ok, let's look at how to search this community. After you have logged in, click on the "search icon" at
the top of the page to view the advanced search page.

m

Search the Community

Location « Author - Date Metadata - Type of Post = Contains «

Here you can search for posts or users, each with different advanced search options.

The "Posts" search allows you to filter results by location, author, date, metadata, type of post, and
posts that contain images, videos or attachments. You can also view the results by topic or specific
post

If you are using "User" search, you can find results by rank, username, about me, or by profile url.
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Search the Community

N

POSTS USERS Hide Advanced
Search Modifiers Find Results In
You can apply modifiers to the terms you enter in the search field Rank

. = ar Usermame
Use o search for an "exact phrase About me

or +one +or +more +words. page.search field.custom fitbit_profile_url
minus sign to -exclude -certain -words from your search
Results per page
48 results v

With both search options, you will see that you can also use "modifiers" with your terms for more
control.

Let's say our subject of interest is named Lucy, and we know that she's a Fitbit user.
Example: Lucy

You can enter a partial name in the user search and filter your results by username. This will show all
usernames that have Lucy in them. Next, you can sort the results by username, rank, posts, or
registration date.

Once you have found the person you think is your subject, you can click on their name to view their
"about page".

Send a message

2761

Posts

= S22

Profile Information

About LucyFitbit

Personal web page

Date Registered 11-18-2014 10:15
Date Last Visited

Total Messages Posted 2795

Total Votes Received 2133
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The about page will give you some basic profile information and a list of posts from this user below. To
view their Profile page, click on the "Go to fitbit.com profile" link below their username.

Lucy

+ Add Friend

5

Last 30 Days About Me

This description is visible only to friends
Calories Intake and Burn Graph is private

Achievements
| ostance f Foors

Achlevements area is visible only to friends

30 day graph

20000
15000 Badges
10000 Badges area Is visible only to friends
e I I I I I
Dec 20 Dec 26 Jan 01 Jan 07 Jan 13 Jan 19 Friends

Time Active Graph is private My Friends are visible only to friends

Sleep Graph is visible only to friends

Weight Graph is private

Here you can add this person as a friend, see their Fitbit graphs, about me info, achievements, badges,
and friends. As you can see, most of this information is only available to friends, but this will vary from
user to user based on their privacy settings.

Now, let's use google search with some operators (like we learned in our earlier lesson) to see if we can
find anything else on Lucy.

In google search, we will enter:
lucyfitbit, site:fitbit.com

The first result we get is a link called "Meet Lucy". In the description below, we can see her name is
Lucy, and her username is lucyfitbit, to make sure we have the right person. Let's see the results here.

Go gle lucyfitbit, site-fitbit.com $ Q

All Maps Videos mages Shopping More Settings Tools

Al t3.4 results (1.02 s¢

Did you mean: lucy fitbit, site:fitbit.com

Meet Lucy - Fitbit Community
https://community.fitbit.com/t5/Fitbit-Community-Basics/Meet-Lucy/td-p/782810 ~

Name: Lucy Username ! LucyFitbit Role: Fitbit Community Moderator What's your favorite Fitbit device?
nitely have a crush on the Charge HR. |
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This is the first post from Lucy where she introduces herself and provides us more information that we
can use.

05-11-2015 12:11 - edited 09-04-2015 13:23

G
Name: Lucy

LucyFitbit =

Moderator Username: LucyFitbit
® 2795 v 182 ol 2259
Flag Post Role: Fitbit Community Moderator

Message 10f 12
What's your favorite Fitbit device?: | definitely have a crush on the

HR. | like that it is small and slick, but with all the great

Where do you love to take your Fitbit?: | love to take it to the gym and

e that | walk my dog. | really like to sleep with it (I'm

sed with my slee

Hobbies or Interests: My hobbies are watching movies, reading and listening to music. My interests are animals in

general, Japanese culture and traditional dances

Previous experience/background: | was a teacher for 5 years. | love children and | love helping them to develop

new knowledge

Fun fact: | studied Japanese for more than 3 years. | practiced a traditional Bolivian dance called Caporales for

four years

MYFITNESSPAL.COM
Now let's look at another popular site called myfitnesspal.com by Under Armor.

Much like the Fitbit site, you will need to create an account to interact here and access user profile
information. Once you log in, go to the "community" link in the menu above.

},{ myfitnesspa' Help  Setings LogOut  Follow Us

MY HOME FOOD EXERCISE REPORTS APPS COMMUNITY

Message Boards Groups Blogs Find Members Invite Friends

’
=
4
m only S 10 a month p}anm be free. be k
itness
Message Boards q
You are currently viewing the message boards in:| English v

Home - Recent Discussions - My Discussions Search

Introduce Yourself
If you're new to MyFitnessPal please post
amessage here and say hello!

Hi All a short story about me.
o + 12 4BPM

freedom2

Getting Started
New to MyFitnessPal? Start here!

g to loose 71 pounds by june 1st
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Here you can look at all the message boards available. You can click on "recent discussions" to view the
latest topics being discussed.

Next, let's look at how to perform a general search on the forum. Just click on "search" above the
message board listing to begin.

Message Boards > Search

You are currently viewing the message boards in:| English v
Home Recent Discussions My Discussions Search
-/
Title
Author
Category
(All) v

search subcategories search archived

Tags
Whatto search
¥ discussions ¥ comments ¥ groups
Date within | 1 day v or( Examples: Monday, today, st wesk, Mer 25, 32604
This search allows you to look for specific topics, authors, categories, and keywords. You can select to

search within a certain date or date range.

There is also a separate search to find members on the site.

Zip code or Username or Email required

Member Search

Gender Age Weight Loss Goal Within Country Zipcode Username or Emall

Any v to Any v 50 miles v United States v m
Search Results

With the member search, you must enter 1 of 3 options to perform the search; which is the zip code,
username, or an email address. You can refine your search by entering their gender, age range, search
distance from the zip code entered, and country you are searching.

Let's give it a try to see what results we get.
example: zipcode (47801) within 50 miles

username example: elaina_m
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So, for example, if we determine that elaina_m is our subject, we can now go and view her profile to
obtain more information. Just click on her name to view.

Member Search

Gender Age Weight Loss Goal Within Country Zipcode  Username or Email
Any v to Any v 50 miles v United States v 47801
garylcouch hsanders1

Male : Age 38 : Bamhart town, IN

cheshirehaze
Female : Age 46 - Bloomington, IN

Online this month

harveywillis
Male : Age 82

hinzna
Male : Age 26

Female : Age 35 : Paris, IL

Maryg61
Female : Age 55

skinnyfatperson
Female : Age 33 : Barrick comer, IN

" elaina_m
“Time to get rid of the faf
- Female : Age 35 : Brazil, IN

" Online today

On her profile page, we can confirm her age and see what city she lives in, plus see a picture of her for

identification.

Then, if we review her "about me" information, we can see that she is a registered nurse. As we
continue reading, she also states that she works at a hospital. And lastly, she states that she doesn't

have any children. All of this is good information about our subject to further our research.

Elaina_m's profile

View all of elaina_m's photos (3)

About Me:

My name is Elaina. | am a Registered Nurse. | have
struggled with my weight for most of my life. | joined my
MyFitnessPal in hopes to connect with others who share
the same goal of wanting to be healthy

Why | want to get in shape

I want to be healthy and feel good in my body. | dont
want my body to hold me back In life or shorten my life, |
wantto be able to wear cute clothes, shop at regular
stores not plus size shops. | wantto feel good about the
way | look and even feel sexy in a bathing suit | wantto
be a good example to my patients at the hospital. | want
1o show them that | care about myself and my health as
well as theirs. | want to be a healthy weight before |
conceive children

1/1/2017

elaina_m
35 years old
Female
Brazil, IN

"Time to get rid of the fat"

Send Message

Add As Friend

My Progress

=

Making strides

fitnesspal
towards health

Calorie Counter & Diet App

Recent Activity

na_m's activity is only viewable by her friends_ If you kno:

mm

aina_m, send her a message or add her as a friend
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There are several other fithess websites and forums out there to use. Each one will be different in the
type of intelligence you can collect.

The important thing here to remember is that all the data you collect on your subject, regardless of
which online resource it comes from, it can help you in building your case and lead to other sources
you may not have considered.

LOCATING PEOPLE & INFORMATION ON DATING SITES 201

We are going to look at dating sites in more detail and what information can be found on them and
how to perform advanced searches on these sites.

PLENTY OF FISH ( )

The first site we will look at is plenty of fish (pof.com), which is one of the larger and more popular
dating sites.

You will need an account to perform a search on this site and to be able to see an individual’s profile
details. They do offer a basic account, which is free to use and should provide you the access needed
to perform your investigative search.

There is also a premium account options that is a paid service, which will unlock additional features,
but is not required.

Once you sign in with an account, you will see a variety of options now available.

PO My Tokens (,' My Profile Edit Profile Help Logout

e

My Matches Will Respond Sent Msg Favorites New Users My City Viewed Me
Upgrade and get awesome features! ¥ View your best relationship prospects! B Get the iPhone App Android App
s = = = 1

The first place you want to go to is the “Search” option in the menu. Here you will be able to perform
either a basic search or advanced search. In the basic search, there are several parameters to choose
from when performing your search.

Basic Search Advanced Search
Female N Age 31 : to 37 ' Profiles : Any Intent : Any Body Type Any Education
Caucasan +  Unied . :  Texas s chy Waco zp 265mies =  Son LastVist - m

Begin by entering information matching your subject of interest, such as age, city, state, or radius
within an area based on zip code.

The search results will be listed below and you can begin scanning the listings to see if you can locate
and identify your subject. Most of the time you will see images of the individuals listed along with a
city and state, plus their age and username for this site.
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TIP: The username is very important as you can use it in Google search to possibly identify other profile
accounts for this person. Refer to the for more
details on this.

To view the person’s profile page once you find them, just click on their username.

Here you will see all the details about your subject that has been added to their profile. This can
include a physical description, ethnicity, education level, profession, and religion, as well as additional
images of the individual. The photos can offer insight as to the lifestyle they lead as well.

Be sure to scroll to the bottom of the profile to see additional information about them, such as what
they are looking for, marital status, if they have children, and other physical description information.

| am Seeking a Man For Dating
Needs Test Not Completed Chemistry View her chemistry results
Do you drink? Socialty Do you want children? Want chiidren
Marital Status Single Do you do drugs? No
Hair Color Biond(e) Eye Color Blue
Do you have a car? Yes Do you have children? No
Longest Relationship Over 3 years How ambitious are you? Very Ambitious
Pets Cat & Dog
k
Interests
Fishing Texas Rangers Baseball
Movies
Gym wine Family and friends
’ Dinner ’
Dancing

About Stefanie

Im a Texas gt I'm a small town gal and | have big heart .I'm work full tme and going to school 1o finish my degree in

nursina. | love takina care of people I'm looking for aood looking honestv auv and someone who doesn't cheat .And | want a
Below that, you can see what their interests are and possibly an about section where the person
describes themselves in more detail.

All the information you collect here can be valuable to your investigation and help in profiling your
subject’s personality, hobbies, and interests. These details may be shared on several social media
accounts for this subject, which makes it easier to verify their identity on those other accounts.

Next, we will go back and look at the Advanced search options.

With the advanced search, you have many more options available to use in your search criterial, which
can help improve the quality of your search results.
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I'm A Male # Sort by  LastVisit &
Seeking Female * | User Wants children? Anything ;
Age |25 to| 35 Smokes? Anything ’
Country Mepal . Does drugs?  Anything ;
City or Postal Code | =0 N

Miles
Province Anything ; Display Type Detailed -
Minimum Height Anything ’ Drink | Anything ’
Maximum Height Anything ; Users With Children  Anything -
Religion Anything ’ Hair Color  Anything ’
Ethnicity Anything ; Zodiac Sign | Anything -
Pets  Anything * Eye color | Anything ;
Search Type Anything ; Body Type Anything -
Education Anything 4 Income  Anything A
Family Orientation Anything p Easygoingness Anything ;
Self-Confidence Anything * el Anything #

People Dependent

Profession Anything . Intent  Anything .
Marital Status Anything = Personality Anything ;
Second Language = Anvthing r Do You Own A Car? | Anvthing ¥

MATCH ( )

Next, we’ll look at Match.com, which is another popular dating site that we can use to collect useful
information on a subject. Match.com offers search on both desktop and mobile platforms.

Like the previous site, you will need to create an account to perform a search. However, they do offer
the ability for you to create a free account and give you access to perform a search.

Once you’ve created an account and log in, the first thing you will do is click on “Search” from the main
menu, then “Go Search” to begin.
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matCh. Scarch Matches Connections Messages Events . o

Crris+ [ matchos ] 50 Search 0 mobie

A
Mutusl Match

Q Search Reverse Match al Match <5 Reverse Match

4

Sont By Match Picks
username search Q SEARCH -

Go search allows you to search by username to start, or you can select “edit” next to basic search to
enter additional information before searching.

e — e — BT A
m i x
2l Basics
Basios k lama Between ages
Women: 34 - 37 years oid
25mi. from 01801 Man lcoking for women - 43 and TS E
Photes cnly

Onine Now

With Photos Oriing Naw

Save Search Search by

e 2p Ragion (country, state or cay)
Refine results:

Appearance > 2 miles of | 01801 E
Interests >

Background/Values % APPLY tr
Lifestvln > M (0 i i M -

Here you can specify what you are looking for (man or woman), age range, with/without photo, and
then by location. With location, you can enter a zip code and search within a certain distance, or just
specify a city or state.

When the search is completed, it will show all matches found based on the data entered. Try to
identify you subject from the search result, then click on their username to view the profile page.

As you will see, match.com provides a lot of information on the profile that can help profile your
subject.

Some important details to look at are:

e Relationship . :3"? t
' ° nterests
. Have. k.lds e Appearance
e Ethnicity e Lifestyle
. Bogly type e Background
e Height
EHARMONY ( )

Another site that can be used is eHarmony.com, which allows a subscribed user to search for people by
location and by username.
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As before, this site does require a login to access, but also offers a free membership. After creating a
free account and logging in, go to “Matches” in the top menu to start your search.

eHarmony

Hidden Matches

view | All Matches ¢

hm:;w;--:'-;w ces

Age 136 % - 44 % Compatible earct y Q

[Ccurarnic ] o w
Tara Kristine Kimberly Jennifer Zelia

You can enter an age range, name, and/or city to begin viewing the results. Typically, the search results
are based on a 25-mile radius from the location you entered.

NOTE: with the free account, you will not be able to see photos for profiles. This requires you have a
paid subscription account.

Once you have identified your possible subject, click on their name to view the profile page. Here you
can view their age, height, ethnicity, occupation, education, school, religion, politics, and more.

Kristine

rD Medford, MA

ST in TY

AGE EIGHT
39 5'0" White

January 6th, 2017

KX
P P ,2 P Profile

Want to see photos?
 JonTodey

Photos 9 Compatibility Q&A

s THE Two OF You logelhel
&
OCCUPATION You're a great fit for a long-lasting relationship based on eHarmony's dimensions
Baker/cake decorator ol(co‘mpahbuli!y. This is mtj‘bnlng'ful stuffl it comes from the respo.nscs you apd
Kristine gave to our questionnaire, based on years of psychological research.

EDUCATION Check out how similar you two are on each dimension,

Some college

STHOO

Seacoast Career School O3% ATHLETICISM Q2% excLusivity Q2% INTELLECT ‘ See more ‘

Christian

POLITICS What I'm most BEST

Impossible to Label PASSIONATE ABOUT Ufe skills

| found my passion later life baking from scratch my own recipes and decorating cakes/cupcakes. Making friends laugh

LIFESTYLE | also love cooking my own creations!
Communicating my
thoughts

Socially Resolving conflict

MEETME (www.meetme.com )

The last dating website we’ll look at is meetme.com. This site does require an account to access it, and
offers a free subscription like the others.
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But, there is a way to perform a search for someone without an account. To do this, we will use Google
search.

GO g Ie john smith, site: meetme.com Q

All News Images Videos Shopping More Settings Tools

About 692,000 resuits (0.72 seconds)

Meet people like John Smith on MeetMe! Enerton
hitps//www.meetme.com/member/911498553

Meet John Smith! Use MeetMe to make friends, meet new people, video chat and play games. It's
fun, friendly and FREE!

Missing: site

MeetMe Enorton

https://www.meetme.com/ ¥

New to MeetMe? Quick signup with Facebook. or sign up ... you are agreeing to the Terms, and to
receive MeetMe email. You are also agreeing that others will ...

As we explained in our previous lesson, , you can
use the “site:” operator along with a subject’s name to see if they have an account or profile on
meetme.com.

If your subject has an account, it should be listed at the top of your search results. By clicking on the
link shown, it will take you to that person’s profile preview.

MEELME L rome oo s e on  sonte QI
Meet People like John Smith on MeetMe!
Join John Smith and millions of other people chatting on MeetMe! Use MeetMe to make friends and . P 7
meet new peoplel It's fun, friendly and FREE! or Sign Up with Emaill

John

24, Male, Complicated
Ironwood, Michigan

Become friends with John to view his full profile!

To become friends with John, sign up for MeetMe today!

m or Click Here to Sign Up with Email! Already a member? Login.

This preview of their profile will only show you their photo (if available), name, age, gender, and
location. If you do get a photo of the person, there is one more search you can perform to locate
additional resources or social media sites.
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BONUS Tool:
This next search tool is specifically used for images online. That tool is called TinEye (tineye.com)
TinEye is a reverse image search engine that allows you to either upload an image or enter an image url

into their search and locate everywhere that image may be displayed online.

PRODUCTS LABS ABOUT Developers  Contactus  Register Login

Reverse Image Search

17.3 billion images indexed and growing
@ Upload or enter image URL

Example searches Browser extensions for TinEye Labs
Oreos, Man on the moon, Engineer Barbie Eirefox, Chrome, Safari, |E & Opera Find Colors, Search by Color

There are browser “extensions” you can install for TinEye to work directly in your browser, which allows
you to right click on any image online and instantly search it using the TinEye search engine. This
addon is available for Chrome, FireFox, Internet Explorer, Safari, or Opera.

Reference:
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